HIGHLIGHTS

Xay dung trén giai phap ma nguén md OpenStack, nén
tang DTPM diu tién dat tiéu chuan ky thuat phuc
vu Chinh phu dién tir theo van ban s6 1145 va 2612
cla b0 TT&TT.

Kha nang tu dong mé rong hé thdng nhanh chéng theo
kich ban do khach hang dinh nghia (Autoscale).

Pa dang loai chip CPU, két ndi mang Ién dén 10Gbps gilp
két ndi nhanh, an toan giira cac may chu ao.

Tuy chon hinh thifc thanh toan hang thang hoac theo tai
nguyén s dung (Pay as you Go).

Giam sat, quan ly toan b ha tang dam may qua Web
Portal dé st dung.

Chu dong thiét k€&, thiét lap cac thanh phan cd s ha tang:

may chu ao, hé thdng mang ao, luu trit toc do cao.

TINH NANG CHINH

Thiét Iap trung tam dir liéu ao bao mat

Dich vu dudc cung cdp dudi dang vung tai nguyén

(Resource Pool) day du 3 thanh phan:

e Hé thong mang (Network): cac thiét bi a0 héa mang cd

ban.

= Virtual private network: mang ao dudc
cung cap dudi hinh thic 1 dai CIDR IP Private.

= Subnet: cac mang con dugc tao trong Virtual
Private network dé phan viing may chu &o.

= Router: thiét bi 40 dinh tuyén cac subnet.

= Elastic IP: IPv4 Public d& gan vao may chu ao

gilp truy cap ra Internet truc ti€p.

= Security Group: Tap quy tic kiém soat truy

cap vao/ra cho may chu ao.

viettel
Virtual Private Cloud Datasheet

TONG QUAN

Viettel Virtual Private Cloud (vVPC) la dich vu dam may riéng ao trén nén
tang Dién toan dam may céng cong (Public Cloud) cua Viettel IDC.
Viettel Virtual Private Cloud cung cap tron géi phan vung tai nguyén tinh
toan, Iuu trir riéng trong dai mang ao dudc tach biét logic véi cac khach
hang khac, sir dung cong nghé mang dinh nghia bang phan mém
(Software Defined Networking).

Khach hang toan quyén ki€ém sodt mdi trudng mang &o, bao gém chu
dong khdi tao may chu ao; va thiét 1ap va cau hinh hé thong cong nghé
thong tin nhu 1 trung tam dir liéu ao (Virtual Data Center).

Compute

M@ rong trung tam dir liéu ao linh hoat

e M@ rong vung tai nguyén (Resource Pool) nhanh chéng, khdng
gidi han, theo block (vCPU, GB, Storage).

e HO trg tinh ndng tdng néng (hot-add) CPU, RAM va md rong
néng (hot-extend) 6 dia cho mdy chu 4o, khéng gay gian doan
dich vu trén may ao.

e Tu dong thém / x6a may chu ao dua trén kich ban cau hinh cé
san thong qua tinh n3ng Autoscale, dam bdo mirc dd san
sang cla ’ng dung khi luu lugng truy cap tang dot bién.

e Nang cap hiéu sudt, tdng cudng bao mat hé thdng bang viéc
b8 sung subnet, vLoad Balancer, Firewall Layer 4.

= Can bang tai (Load Balancing): Cin bang tai
L&p 4-LGp 7 hd trg cd ché SSL offload, pass-through
va health checks.

e L3p x{r ly tinh toan (Compute): CPU/RAM dugc cung cap

dudi dang tai nguyén san sang dé khdi tao may chl ao.
e Dung lugng luu trir (Storage): Luu trir SSD dudc cung
cap théng qua Block Storage Volume dam bao IOPS 6n

dinh, do tré thap.

= Tudng lira (Firewall): tuong Ifra dang stateful
phan phdi trén toan bd moi trudng vdi chinh sach
va quan ly tap trung, cho phép kiém soét luu lugng
theo mé hinh mang North-South.

Cac tinh ndng gilip khach hang c&u hinh kha néng két noi = Mang riéng ao (VPN): ho trg IPSec VPN (site to

bao mat ma (ng dung yéu cau.

site) va SSL VPN (client to site).
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Kha nang khai tao dich vu nhanh chong

Tuy chon khdéi tao trén 2 vung dia ly, ha tang dich vu
dat tai Trung tam d{ liéu Viettel dugc thiét ké dam
bao cam két Uptime 99,99%.

Khach hang chu dong tuy chinh sb lugng tai nguyén
(CPU, RAM, Storage va Network) theo dinh cd can
thié€t cua hé thong Urng dung

Lua chon Hé diéu hanh theo mAu cdu hinh san (OS
image) phé bién, dugc cdp nhét version méi nhét.
Pang ky dich vu dudi hinh thirc cam két theo thang
hodc dung trudc tra sau tinh theo tai nguyén sir

dung (Pay as you Go).

Giao dién Web portal quan tri than thién

Giao dién hd trg da hinh thirc thanh todn (chuyén
khoan hoéc online); gia han, mua bé sung tai nguyén
cho dich vu.

Cung cép giao dién Console hd trg truy cap tir xa
VAo cac may ao.

Chu dong thiét 1ap, cau hinh sg d6 mang ao cua hé
thdng: Phan chia zone (DMZ, APP, DB..), IP/Subnet...
Quan ly cac chiic nang thiét bi mang ao (Virtual
Firewall, Virtual Load Balancer).

Khdi tao, quan ly cac ban cau hinh Auto scale group
dé tu ddng diéu chinh s& lugng VM theo hiéu suét sir
dung CPU/RAM cua nhdm may chu ao chay service.
Khach hang tu thuc hién cac tinh nang nhu bat/ tat/
khai dong lai may chu ao truc ti€p.

Cung cap giao dién giam sat hiéu suat s dung tai
nguyén: RAM/CPU/IOPS/Bandwidth cua tirng may chu
ao.

HO trg quan ly va phan quyén truy cap cho cic
ngudi dung khac quan tri dich vu (IAM).

Giai phap SDN manh mé

o Chuyén mach (Switching): Cho phép trién khai cidc mang

logical Layer 2 va kha nang két n6i mé& rong Ién thiét bi
dinh tuyén (vRouter, vFirewall) dé€ két ndi lién vung, lién
Trung tam d{r liéu.

« Dinh tuyén (Routing): hd trg dinh tuyén tinh va cac giao

thuc dinh tuyén dong (OSPF, BGP) bao gém ca IPv6.
Dich vu Gia tri gia tang
Dich vu Sao luu va phuc hoi dir liéu (Backup &
Restore): tao cac ban backup thu cong hodc theo lich cd
san.
Viettel Hybrid Connect L2: Dich vu két ndi lién mang
thong qua cac két n6i WAN, MPLS, Dark Fibre... dén ha tang
on-premise hodc cac dam may cua nha cung cap khac.
Viettel File Storage: Luu trif File Storage khong gigi han dung
lugng, hd trg cac giao thirc NFS v3.0/4.0 va SMB/CIFS 2.0
Cac dich vu bao mat, an toan thong tin nang cao:
= Viettel Cloud Firewall: Tudng Ifra thé hé mdi
(Next Generation Firewal) cua cac hang hang dau
(Palo Alto Networks, Fortinet...) kiém soat sdu goi
tin 8 mirc I’'ng dung vdi cac tinh nang phan tich,
signature matching, IPS/IDS, antivirus...
= WAF: TudGng Ira i’'ng dung web vdi kha nang ngan
chan cac cudc tan cong I8p 7: Cross-site Scripting
(XSS), SQL Injection... Giam sat va phat hién cac
cudc tan cong trong trong thdi gian thurc.
= AntiDDoS L4: ngan chan cac cudc tan cong I6p 4
dang volume based bang thong I6n: UDP & TCP
Flood, SYN Flood, Volume-based, regardless of
protocols...
Viettel Database Service: cung cap dich vu cd s@ dir liéu
trén nén tang cloud, gidp tu dong hoda cac tac vu quan tri
ton nhiéu thdi gian nhu cung cap phan ciing, thiét Iap cd sd
dit liéu, va 16i va sao luu.
Viettel Open Kubernetes Service: cung cap dich vu I6p
nén tang (Platform as a Service), gilp khach hang trién khai
’ng dung phan mém theo kién trdc Microservice, trién khai

CI/CD trén nén tang Kubernetes.
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SO SANH TINH NANG CAC DONG SAN PHAM CLOUD COMPUTE

i 228 Viettel Cloud Server Viettel Virtual Private Cloud
Khu vu'c Phap Van / Binh Dudng Phap Van / Binh Duong
110 hinh £ri€N | pupjic Cloud Public Cloud
:'I:I; tcl'gfll;c May chu ao (VM) Cum tai nguyén (Resource pool)
Kich ban sr | Website tinh, Blog, moi trudng Dev/Test, | Complex Website, Database Cluster, phan mém
dung trang gidi thiéu dich vu... doanh nghiép, hé théng ERP, CRM..., Hybrid Cloud
Uptime 99,99% ~95%
Giao dién quan tri Website Giao dién quan tri Website
Start/stop/restart VM Tu khéi tao VM
Gidm sat hiéu ndng VM (biéu dd) Khong gidi han sb lugng VM khdi tao
Operation System Image Tang / giam cau hinh VM
Xac thuc & Phan quyén (IAM) Start/stop/restart VM
IP Public Quan tri Card mang VM (network Interface)
Pay as you Go Giam sat hiéu ndng VM (biéu do)
Tinh ndng Operation System Image
mac dinh

Xac thuc & Phan quyén (IAM)

Elastic IP

Quan tri Volume Block Storage

Khdi tao / stra / x6a mang riéng ao (Subnet)

Kiém soat Iuu lugng truy cdp VM (Security Group)

NAT Gateway

Auto Scale

Pay as you Go

Tinh nang tra
phi

Subnet

vLoad Balancer

vLoad Balancer

vFirewall

vFirewall

VPN Site to Site

VPN Site to Site

VPN Client to Site

VPN Client to Site

VPC Peering

Infrastructure as code

Dich vu két
noi

Viettel Cloud Backup

Viettel Cloud Firewall

Viettel Cloud Disaster Recovery

Viettel Database Service

Viettel Hybrid Connect

Viettel Cloud File Storage

Viettel Cloud Object Storage

Viettel Open Kubernetes Service

Viettel Container Registry
Viettel Cloudrity (WAF, AntiDDoS)

NHA CUNG CAP DICH VU TRUNG TAM DU LIEU VA DICH VU DIEN TOAN DPAM MAY HANG DAU VIET NAM
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MO HINH KET NOI
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Mo ta cac két noi:

1.

Két noi Internet

Internet Gateway la cau ndi gilp giao ti€p hai chiéu vao — ra Internet gira may chu ao trong VPC va ngudi dung. Hé thong
dat trong VWPC cb thé két ndi théng qua IP public gan truc ti€p trén mdy chi do hodc thdng qua thiét bi can bang tai.
Két no6i quan tri dich vu tur xa

Quan tri vién két ndi tir xa dé truy cap hé théng vWPC béng gidi phap VPN client to site an toan, dé quan ly qua Internet.

. Két noi dén hé thong dir liéu khac

Két ndi bang giadi phap VPN Site to Site thdng qua Internet hodc trién khai kénh truyén két ndi vat ly riéng bang trién khai
dau ndi kénh Hybrid Connect.

Két noi dén dich vu khac trong hé sinh thai dich vu

Hybrid connect cho phép khach hang két ndi private hé thdng vWPC véi cac dich vu khac trong khu vuc trién khai dich vu
nhu Viettel Object Storage, Viettel File Storage.

. Két noi dén hé thong vVPC khac (Roadmap 2025)

VPC Peering gitp khach hang két n6i hai hé thdng vVPC trong cling khu vuc, cdu hinh dinh tuyén bang IP Private gilra hai
vVPC.

. Két n6i mang Private Subnet trong vVPC ra Internet

NAT Gateway la dich vu phan giai dia chi mang cho phép khach hang tao két ndi cho cac may chd ao dang ndm trong 1
mang riéng (Private subnet) cd thé giao tiép chiéu ra tdi cac dich vu khac ngoai hé théng vWPC. Céc dich vu bén ngoai

khong thé tu khdi tao két néi vao trong cac may chu ao nay.

Vi ette L NHA CUNG CAP DICH VU TRUNG TAM DU LIEU VA DICH VU DIEN TOAN DPAM MAY HANG DAU VIET NAM
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THONG SO KY THUAT

Phan Iép

T Phan 16p “TIEU CHUAN” Phan I6p “CAO CAP”
Thong sO
Khu vuc TTDL Phap Van / Binh Dugng TTDL Phap Van / Binh Dugng
SLA Uptime 99,99% 99,99%
Khdi tao Tuy chinh cau hinh Tuy chinh cau hinh
Loai CPU Intel Xeon E5 Intel Gold Genl — Gold Gen3
vCPU 1 vCPU = 1 thread 1 vCPU = 1 thread
Luu trir Chi SSD Chi SSD
IOPS /VM (mac dinh) 3000 3000
Bang thong Internet

) 300 Mbps 300 Mbps

trong nuéc (share)
Bang thong Internet

. 10 Mbps 10 Mbps
quoc te (share)
Data Transfer Khong gidi han

Viettel Virtual Private Cloud dang cung c&p san cac phién ban hé diéu hanh dé lua chon khai tao nhu sau: (*)

Ubuntu CentOS Linux Windows Debian Fedora
24.04 (LTS) x64 | 8.4 x64 | AlmaLinux OS 9 2019 Standard Debian 9 | Fedora 34 x64
22.04 (LTS) x64 | 7.9 x64 | AlmaLinux OS 8 2016 Standard Debian 10
20.04 (LTS) x64 2012 R2 Standard
18.04 (LTS) x64 Windows 10 Pro x64
16.04 (LTS) x64

(*) Dich vu hé trg build cc ban image khac pht hap vdi nhu cdu su’ dung cua khach hang.
USE CASES
Kha nang linh hoat va mé rong nhanh chéng

Viéc md rong ddm may cla doanh nghiép rat dé& dang, tu phuc vu (self-service) va khdng gidi han. Dich vu WPC dap (ing
kha nang linh hoat cao, phu hgp véi nhiéu nén tang 'ng dung vdi mdc d6 cap thiét khac nhau, phan I8p va toi uu t6i da nguodn luc,
tai nguyén, chi phi bo ra.
Cac (rng dung tang hiéu suat hoat dong doanh nghiép

Céac 'ng dung t6i can thiét cho cac td chiic, gilip ndng cao ndng suét hoat déng: cac Website ban hang, Ca s& dif liéu, Email,
cac (ing dung Hoach dinh tai nguyén doanh nghiép (ERP)... chay theo md hinh don hodc cum (cluster) cé tinh san sang cao (HA);
giup doanh nghiép tap trung hoan toan vao cac hoat dong san xuat kinh doanh cot 10i, tang gia tri thang du.
M6 hinh da Khu vuc (Multi-site) va da Viung san sang (Availability Zone-AZ)

V8i nén tang dam may cdng cdng cua Viettel IDC, Khach hang cé thé trién khai md hinh da Khu vuc (Multi-site) va da Ving
san sang (multi AZ) doc 1ap vé mét ha tang vat ly, gilip cic ing dung c6 do khan thiét cao cé thdi gian uptime gan nhu 100%.
MO hinh da dam may (Multi-Cloud)

Trién khai m6 hinh da ddm may rat dé dang véi dich vu vWPC cla Viettel IDC thong qua cac két nGi mang riéng ao (VPN),
Viettel Hybrid Connect L2. Gillp Khach hang da dang nén tang, du phong va kiém soat trudc cac rdi ro cho hé théng.
Khoi phuc sau tham hoa (Disaster Recovery)

Trién khai mé hinh du phdng tham hoa cho ha tdng Cong nghé théng tin trong yéu. Khach hang cé thé sir dung bd giai phap
dich vu vwWPC — vDPC hodc on-premise/Cloud nha cung cap khac két hgp véi vWPC cla Viettel IDC vdi cac tiéu chi khat khe vé
khoang céch, dudng truyén, ha ting DataCenter va Cloud dé trién khai md hinh DC — DR.

TAI SAO CHON VIETTEL IDC?
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Ha tang chuin Qudc té&

Ha tdng dugc dat tai cdc Trung tdm dif liéu cla Viettel IDC dat chudn TIA-942 Rated 3 Constructed Level, céc chirng chi qudc t&
ISO 9001: 2015, 50001: 2018, cac ching chi vé bao mat, an toan thong tin: ISO 27001: 2013, 27017:2015 (chuyén cho cac dich
vu Cloud) va PCI DSS dam bao dap (ing cac tiéu chi khat khe nhat vé ha tang, chat lugng dich vu va an toan, bao mat thong tin.
Cong nghé hién dai, phu hgp xu thé

Viettel IDC cam két 4p dung nhitng cdng nghé hién dai, t6t nhat cho Khach hang. V3i vWPC ching téi trién khai cdc cong nghé mdi
trong linh vuc dién toan dam may: Unified Computing(UC), SDDC, VDC, SDN...

Trién khai nhanh chéng, mé rong tirc thoi

M6 hinh truyén théng tén hang thang dé 1ap k€& hoach trién khai va hang tuan thuc hién trién khai. Trong khi d4, mé hinh hdi tu
clia VWPC cho phép nhanh chéng ma rdng ha tang tlc thdi theo thdi gian thuc. Diéu nay gilp gidm thdi gian 1ap k& hoach, trién
khai va day nhanh tién dé dua dich vu clia doanh nghiép vao khai thac.

Quan tri don gian

Ha tang truyén thdng str dung nhiéu cdng cu dé quan ly & nhiéu layers (Server, Storage, Network, Ao héa). Trong khi dé, vWPC d3
tich hgp san cong cu quan tri (web based) duy nhét gitip khach hang quan tri tir mang, firewall, loadbalancer, RAM, CPU va 16p luu
tr{r bén dudi... Diéu nay gilp khach hang bét di dugc rat nhiéu thao tac thira, toi uu hoa cac cong cu quan ly, gilp viéc quan tri
tré nén dé dang.

Chi phi hgp ly

S dung VVPC gilip gidm thi€u ngén sach dau tu ban déu, tiét kiém thdi gian trién khai. Khach hang khdng phai dau tu tién dé mua
mdai va xay dung hé thong may chu vat ly ton kém ngay tu ban dau.

Doi ngii chuyén gia va ky su giau kinh nghiém

Doi ngli ho trg ky thudt 24/7 cling 18p k¥ su, chuyén gia giau kinh nghiém, thudc nhiéu linh vuc khac nhau gilp gidi quyét cac bai

toan cua Khach hang mot cach toan dién.
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