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Bang ky ngay

TONG QUAN

Viettel Endpoint Security la gidi phap nham bao vé toan
dién, trdnh cac moi de doa nguy hiém cho cac thiét bi dau
cudi clia khach hang nhu cac may vat ly (Windows, Linux,
Mac) hodc cadc mdy chu do hoa.

Viettel Endpoint Security vira tuong thich véi cadc may chd,
may tinh &o trén Cloud cula Viettel IDC vlra twong thich vai
cac thiét bi dau cudi trén cac nén tang khac ma khach hang
dang st dung.
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TiNH NANG CHIiNH

» Machine Learning Anti-Malware
Ky thuat Machine Learning duoc st dung dé dy doan va
chdn céc cudc tan cong phirc tap bao gém céc cudc tan
cong da biét va chua biét. Cac tinh nang trong Machine
Learning lién tuc duoc cap nhat nhe vao hang ti mau file
sach va doéc hai duwoc thu thap tir hang trdm triéu
Endpoint trén toan cau.

« Kiém tra tién trinh (Process Inspector)
Bao vé khdi cac méi de doa chua tiing biét dén bang cach
lién tuc truy tim cac hoat dong dang ngd hoac hanh vi
bat thuong clia céc tién trinh trong hé thong.

* Chéng khai thac 16 héng nang cao (Advanced Anti-
Exploit)
Bdo vé, chong lai cac hinh thirc khai thac chua biét hoac
da biét nham vao cac 16 héng cla trinh duyét va ung
dung trong giai doan thuc thi.

e Quan ly ban va (Add-on)
Tuy chon quét cac ban va L6i va 16 hdng bao mat. Cai dat
ban va ty dong hoac thi cong

s Ma héa dir liéu (Add-on)
Tuy chon ma hdéa toan bdé 6 dia st dung Windows
BitLocker va Mac FileVault.
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* .Giao dién quan tri don gian, tap
chung cho tat ca cac thiét bi.

* Bao vé da nén tadng bao gom vat ly,
do hdéa (Vmware, Hyper-V,
XenServer, KVM...) hd tro nhiéu hé
diéu hanh nhu Windows, Linux,
macOS...

* Trién khai nhanh chong, dé dang
chi véi mot vai thao tac cai dat.

* T6i wu hda tai nguyén cho thiét bi
dau cubi cia khach hang bang
chuyén céc tac vu xr ly, phan tich
moi de doa sang thiét bi bdo mat
chuyén dung (SVA).

* La gidi phap bdo mat nang cao cé
chi phi thap, phu hop véi nhu céu
clia nhiéu khach hang.

¢ Anti-Ransomware
Bao vé khdi cac moi de doa tir Ransomware.

» Phat hién va phan héi (EDR) (Add-on)
Theo doi, phat hién cac méi de doa va gui lai
canh bao, phan hai.

« Kiém soat thiét bi dau cuéi
Thiét lap céac chinh sach kiém soat thiét bi
dau cudi dya trén tuong ltra, két néi ngoai vi
va kha nédng truy cap cac trang web theo URL.

» Risk Management and Analytics
Quan ly rdi ro, phan tich phat hién cac L6i vé
cau hinh va 6 héng ung dung, dua ra cac
khuyén nghi vé th ty vu tién va khic phuc,
giuip ki€ém sodt rui ro va gidm bé mat tan cong.

® Anti-Phishing va Web Security
Bao vé khoi cac dang Phishing va tan coéng
Web bang céch quét cac ludng dir lieu Web toi
thiét bi, ngdn chan viéc tai cac phan mém déc
hai vé thiét bi.

» Giao dién quan trij tap trung
Theo doi, quan tri, cdu hinh tap trung va
thong ké bdo cao.
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CAC GOI TiNH NANG

» Cac goi tinh nang giai phap Viettel Endpoint Security két hop voi Bitdefender

Kha n3ng twon Viettel Viettel Viettel
) . . Ag e g Endpoint Endpoint Endpoint
Tinh nang thich hé diéu hanh i i i
(0S Compatibility) Security Security Security
P Y for VM Business Premium
Windows, Linux, On-Premise | On-Premise /
M .
anagement Options MacoS Cloud /Cloud Cloud
GravityZone Control Windows, Linux,
Center macOS o © ©
Multi-tenant console Windows, Linux,
macOS ©
Advanced
Wi Li
Anti-Exploit indows, Linux © © ©
Anti-Malware Windows,
I W Linux, macOS o © ©
Local Scan Windows,
ocat >ca Linux, macOS © © o
Hybrid Scan Windows, Linux © o o
Smart.Centrallzed Windows, Linux °
Scanning
Anti-Tampering Windows, Linux o o o
Content Control Windows, macOS o o o
Anti-Phishing Windows, macOS o o o
Web Traffic Scan Windows, macOS o o o
Windows,
Network Attack Defense Linux, macos o
Device Control Windows, macOS (V] (V] o
Firewall Windows (V] o o
Process Inspector/
Advanced Threat Windows, macOS o o o
Control (ATC)
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» Cac goi tinh nang giai phap Viettel Endpoint Security két hop voi Bitdefender

Kha nang Viettel Viettel Viettel
twong thich hé | Endpoint | Endpoint Endpoint

Tinh nd .
inh nang diéu hanh (OS | Security Security Security
Compatibility) | for VM Business Premium
Ransomware Mitigation Windows o (V] (V]
Endpoint Risk Analytics (ERA) . .
Wind L
(GravityZone Cloud only) ndows, Linux ° ° °
Security for Exchange Windows o o

Integration with Microsoft
Active Directory (hosted in () () ()
Azure and on-premises)

Integration with Splunk o

Integration with Veeam

Backup & Replication © ° ©
Fileless Attack Protection Windows Add-on (V]
HyperDetect Windows, Linux |  Add-on o
Container Protection Linux Add-on Add-on
Full Disk Encryption Windows, Add-on Add-on Add-on

macOS
Patch Management Windows, Linux, Add-on Add-on Add-on

macOS
Security for Storage Add-on
Advanced Threat Security
(Fileless Attack Protection

’ Wind Add-
HyperDetect & Sandbox ncows on
Analyzer)
Integrity Monitoring Windows, Linux |  Add-on Add-on Add-on
Mobile Security Andriod, iOS Add-on Add-on Add-on
Endpoint Detection and Windows, Linux,
Add-on

Response (EDR) macOS
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:(L:‘:nna;?ich ha Viettel Viettel Viettel
Tinh nang x g‘ " | Endpoint Endpoint Endpoint
SN Security for VM | Security Business| Security Premium
Compatibility) / 4 &
GravityZone Add-on Add-on Add-on

Security for Email

Bao gébm may tram,
may chu vat ly va
thiét bi di dong +
Hop thu Exchange.
SO luong may chu
cho phép t6i da 35%
téng s6 luong don vi

Bao gém cac may
chd va may tram
Bao gém cac thiét vat ly. S6 luong

bi VMs mady chu cho phép
t6i da 30% téng s6
luwong don vi

Chi tiét

MO HINH KET NOI

« M6 hinh giai phap Viettel Endpoint Security két hop voi Bitdefender

INTERHET

@ P I g Router viettel e Rouier ON-PREMISE
Lis 3
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» Cac thanh phan hé théng
- Quan tri tap trung (Gravity Zone Cloud Control Center): dugc dat trén Cloud cla Bitdefender c6 chirc
n&ng quan tri, cdu hinhtap trung va cap nhat cac mau bao vé mai nhat dén cac thiét bi dau cudi.
- May chu quét tap trung (Security Server - SVA): C6 chirc ndng cap nhat co s& dir liéu méi nhat tir may chi
Gravity Zone Control Center, quét tap trung va bao vé tat ca cac thiét bi dau cudi.
- Phan mém cai dat trén cac thiét bj dau cubi Agent BEST (Bitdefender Endpoint Security Tool): Cung cép
kha nang bao vé thiét bi dau cuéi chéng lai cac phan mém déc hai va cac méi de doa.
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Nguyén ly hoat dong gitra Control Center, SVA va cac thiét bi dau cuéi (Endpoint)
- Quan tri vién c6 quyén thao tac trén giao dién quan trj tap trung (Control Center) dé tao Policy, cau hinh
va thiét lap cac Policy trén cac Endpoint qua két néi Internet sir dung SSL.
- Agent Tool (BEST) duorc cai trén thiét bi dau cudi can bao vé. Sau khi cai Agent, cac thiét bj dau cubi sé
duoc quén ly bdi Control Center.
- Thiét bi dau cudi c6 thé duoc cai dit ché do quétLocal Scan, Hybrid Scan hodc Central Scan.
+ Local Scan: Qua trinh quét dugc thuc hién cuc bd. Phu hop vai may vat Ly hiéu suat cao.
+ Hybrid Scan: Qua trinh quét duoc thuc hién bang céch két hop quét trong Cloud Server clia
Bitdefender cung v&i quét Local.
+ Central Scan: Qua trinh quét duoc thuc hién bdi SVA, ché do nay sé gilp gidm tai cac qua trinh quét.
- SVA thyc hién quét luu lwgng clia cac Endpoint qua két n6i Internet, cd SVA va Endpoint lién két truc
tiép v&i Control Center (c6 thé cai dat s&r dung SSL dé ma hda ludng luu luong nay).
- Khi c6 ban cap nhat mai, may chl Control Center sé cap nhat cac Update cling nhu céc badn mau bao vé
m&i xudng cac SVA, Endpoint.
- SVA thuc hién quét luu lwgng clia cac Endpoint qua két ndi Internet, cd SVA va Endpoint lién két truc tiép
v&i Control Center (c6 thé cai dat str dung SSL dé méa hoa luéng luu luong nay).
- Khi c6 ban cap nhat mai, may chl Control Center sé cap nhat cac Update cling nhu céc badn mau bao vé
m&i xudng cac SVA, Endpoint.
- SVA chju phan lén tai cho cac Endpoint khi thyc hién Central Scan.

TAI SAO CHON VIETTEL IDC?

* Ha tang chuan Quéc té
Ha tang duoc dat tai cac Trung tam dir liéu cda Viettel IDC dat
chuén TIA-942 Rated 3 Constructed Level, cac ching chi quoc té
ISO 9001: 2015, 50001: 2018, cac chiing chi vé bao mat, an toan
thong tin: 1ISO 27001: 2013, 27017:2015 (chuyén cho céac dich vu
Cloud) va PCI DSS dam bdao dap ung cac tiéu chi khat khe nhat
vé ha tang, chat lwong dich vu va an toan, bado mat thong tin.

» Cong nghé hién dai, phu hop xu thé
Viettel IDC cam két dp dung nhitng cong nghé hién dai, tot nhat
cho khach hang. Bam bao céc tinh nang, dich vu tét nhat duoc
cung cap téi khach hang.

* K&t néi an toan, hé théng 6n dinh
Tiéu chi hang dau cla Viettel IDC la an toan théng tin va sy én dinh. Do vay Viettel IDC hop tac véi cac hang
hang dau trong timng gidi phap céng nghé, da chiing minh duoc nang luc cling nhw hiéu qua cla giai phap
trén thé gid¢i cting nhu tai Viét Nam. Chinh vi thé, khach hang hoan toan co thé yén tam vé chat luong khi
lwa chon céc san phdm cla Viettel IDC.

* Trién khai nhanh chéng
Viettel Endpoint Security pht hop v&i nhiéu mé hinh trién khai cia khach hang tir it dén nhiéu diém két néi,
yéu cau hodc co yéu cau gidi phap bdo mat nang cao di kem.

¢ D3i ngl chuyén gia va ky sw giau kinh nghiém
Doi ngti hé tro ky thuat 24/7 cung Lop k¥ su, chuyén gia giau kinh nghiém, thudc nhiéu linh vuc khac nhau
giup giai quyét cac bai toan ctia Khach hang mét cach toan dién.
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