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I VIETTEL CLOUD WAF

Viettel Cloud WAF la gidi phap tudng lira bdo vé ing dung web va API, HIGHLIGHTS
giup doanh nghiép bao vé céc dich vu truc tuyén khoi nhirg moi de
doa bdo méat ngay cang tinh vi, déng thoi ddm bao tinh bao mat va én
dinh clia hé thong.

¢

® B3do vé Ung dung web va API khdi
cac moi de doa tir OWASP Top 10
va cac tan cong khai thac 16 héng

Zero-day.
® Ng&n chan tan cong DDoS Layer 3,4
;R% Vald request va 7 st dung Machine Learning.
)
® Phat hién va phan biét chinh xac
—E... gitta lwu lwong truy cap clia nguoi
i . — Valid request dung cuéi va céc loai bot (xau/tét)
;@;} T 00 :-:: dua trén thuat toan Al, ML.
> Viettel 00 222 . . , , X A
-l =\ CWAF J}== 00 - ® Ty dong t6i wu chinh sach bdo mat
Application/ Website server nhém glém thlé’u canh bao glé
((R% Valid request ® Linh hoat trong diéu chinh, mo&
— rong quy mo trién khai, pham vi
User bdo Vé.
® Cap nhat thong tin maéi nhat va lién
, tuc vé cdc cudc tan cong trén toan
Viettel CWAF hoat dong theo co ché Reverse Proxy, ding gitta nguoi cau.
dung va mdy ch web dé loc, phan tich va chdn cac méi de doa trudc * Giam sat va hé tro 24x7. dam bao
khi yéu cau dén hé thong goc. Co ché nay giup bao vé khdi tan cong dich vu luén sén.séng va bao vé
web, t6i wu hiéu suat va &n IP mdy chu. Nho do, ung dung ludn an chéng t&n cong web va DDoS.

toan, én dinh va sén sang phuc vu.

Gidi phap cung cdp moét Lop bdo vé toan dién, gitp ngan chan hiéu qua céc cudc tan cdng mang nhu tan cong tng dung
web, xdm nhap trai phép, tdn cong nguy trang dang sau mang CDN, t&n céng vao API, cac cudc tan céng HTTP nang cao,
tan cong brute force va nhiéu loai tan céng khac.

SUPPLY-CHAIN ATTACKS

Q. cueis-ame
{fﬂ' PROTECTION

i W S
(11777 vy

<z’
WERB ATTACKS

Mobile & Web Applications

Bhh
hhh

DDOS ATTACKS

viettel
o -~

._‘-',-E' Tl ~ 2l ™\
c’lr 2 E‘cE ""’c}f‘}' > @/‘
aws  Aawe £

Vi ettel. Nha cung cap hang dau Viét Nam vé Dich vu Trung tam Di¥ liéu va Pién toan Pam may
Website: https://viettelidc.com.vn
IDC Hotline: 1800 8088



Datasheet

VIETTEL CLOUD WAF

B TiNH NANG CHiNH GIAI PHAP

@2 web Application Firewall (WAF)

o

Viettel CWAF la tuong lra ing dung web tién tién, cung
cép bao vé toan dién, giip ngadn chan cac méi de doa theo
OWASP Top 10, t&n cong nang cao va khai thac 16 héng
Zero-day, str dung cong nghé hoc mdy, hé thong tu dong
t8i wu chinh sach bdo mat dé chéng lai cac méi de doa mai.

!’ Bao vé API

Viettel CWAF mang dén kha nang bdo vé toan dién cho ca
API da xac dinh va API chua xac dinh, ddm bao an toan cho
hé théng trudc moi moi de doa tiém an. Giai phap tich hop
céng nghé bao vé API tién tién, giup phat hién va ngan
chan cac hanh vi lam dung, dong thoi ty dong cap nhat
chinh sach bao vé ma khéng cén can thiép thd cong.

H Bao vé chéng tan céng DDOS

Viettel CWAF (ng dung céng nghé Al va Machine Learning
dé tu hoc va phan tich hanh vi ing dung, giup phat hién
nhanh chong va chinh xac cac luéng tan cong DDoS. Vai
téng luu luong chéng tan céng DDoS toan céu lén dén 15
Thps, bdo vé hé théng clda doanh nghiép trudc moi hinh
thuc tan cong DDoS, ddm bao tng dung ludn 6n dinh, an
toan va s&n sang hoat déng.

| (./' | Chéng tan cong Web DDoS

Viettel CWAF cung cép kha nang phong thd toan dién trudc
cac cudc tan cong tlr co ban dén nang cao. Hé thong ap dung
gi¢i han téc dé théng minh, nhan dién theo IP, phién lam viéc
cu thé trén website dé ngan chan tin céng DDoS lop tng
dung (Layer 7) ma khong dnh hudng dén nguoi dung hop Lé.

Trwdc céc cudc tan cong multi-vector, ma hoa, Zero-day va
DDoS, Viettel CWAF vuot tréi so véi WAF truyén thong nhe
kha nang tv hoc hanh vi ing dung, linh hoat thich ung vé&i
cac loai tan cong mai va phan ung tuc thi ma khong can thoi
gian hoc trudc. Hé théng ty déng tao signature tuy chinh,
gidm thiéu chan loc sai, gitp bdo vé t6i da va duy tn hoat
dong lién tuc clia hé théng.

viettel
IDC

é& Bot Manager

Bot Manager bdo vé tng dung khdi tan céng bot ty dong
bang cach phan biét nguoi dung that va bot déc hai. Viettel
CWAF s(r dung cac ky thuat phéan tich hanh vi dya trén hoc
may dé phat hién va ngdn chan bot, ddm bao tng dung luén
san sang. Qua thoi gian, Bot Manager lién tuc hoc va cai
thién kha nang phat hién bot tu déng va ngan chan kip thoi.

6=
m ERT Active Attackers Feed

ERT Active Attackers Feed cung cap danh sach cac tac nhan
de doa da tiing tham gia vao cac sy cd bdo mat, bao gom tan
cong DDoS, xam nhap hé théng, khai thac 16 héng ing dung
va hoat déng quét do. Nher do, doanh nghiép c6 thé cha
déng chan trude cac méi nguy hiém da dugc nhan dién, ngan
chan chung tiép can va gay tén hai dén hé théng

raj Content Delivery Network (CDN)

Viettel CWAF st dung mang phéan tén toan cau vdi cdc may
chd bé nhé dém téc do cao, cong nghé bo nhé dém thong
minh dé cung cap ndi dung cap nhat nhanh chéng nhat cho
ngudi dung cudi. CDN gitp t6i uu hoda trai nghiém nguoi
dung va nadng suét téi da & moi dia diém, trén moi thiét bj va
trinh duyét.

=)
EED Load Balancer as a Service (LBaaS)
[~

LBaa$S t6i wu hoa viéc quan ly can bang tai va kha nang mo
réng, dong thoi bao vé cac ting dung véi tinh kha dung cao.
Hé thong tu dong kiém tra stc khde may cha, phan bé tai va
t6i wu hoa hiéu suat may chl. LBaa$ cling cung cép kha nang
duy tri két néi 6n dinh va trai nghiém nguoi dung nhat quéan
théng qua IP va cookie persistency.

tﬁt Bao vé phia khach hang (Client-side protection)

Trung binh mét (ng dung c6 thé chay hang chuc dich vu
JavaScript bén th ba, tiém &n nguy co gay ré ri dir liéu &
phia ngudi dung, Viettel CWAF cung cép bao vé nang cao
phia khach hang (Client-Side Protection) ddm bao dt liéu
ludn an toan khi ngudi dung cudi tuong tac véi cac dich vy
bén th ba trong chubi cung tng.
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B UU DIEM GIAI PHAP

@ Mang lwéi chdng tan cong toan cau

50+ 15 Tbps 21 12,500+
AppSec PoP | Chéng tén cong | Scrubbing Center | Khach hang
trén thé gioi toan cau Doanh nghiép
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Giao dién quan ly trwc quan

Portal quan tri duoc thiét ké vaéi giao dién tryc quan, dé st
dung va than thién véi nguoi dung. Cac quan tri vién co6 thé
dé dang cdu hinh, giam sat va thuc hién cac tac vu bao mat
ma khong can phai cé nhiéu kién thuc ki thuat chuyén sau.
Giao dién duoc t6i wu héa dé nguoi quan tri co thé nhanh
chéng nhéan dién cac moi de doa, diéu chinh cac chinh sach
bdo mat va thuc hién cac bién phap bao vé mét cach linh
hoat.

,
Pam bao trai nghiém té&i ngwdi dung cudi

Viettel CWAF cung cép mang ludi CDN trén toan céu, giup
t6i wu hoa hiéu suat truyén tai dir liéu, gidm thiéu do tré
khi nguoi dung truy cap vao tng dung hodac trang web,
nang cao trai nghiém cda ngudi dung cudi ma khong gap
gian doan hay cham tré, ngay ca khi c6 luong truy cap lon.
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Cdng nghé chdng tan cong dan dau thé gii

Gidi phap bao mat hang dau, duoc tin nhiém va céng nhan
b&i céc t6 chic, doanh nghiép trong viéc bdo vé ha tang
cong nghé:

« DA&n dau vé bdo vé Ung dung va API (AAS) ndm 2024

» Dan dau vé cong nghé bao vé chéng DDOS ndm 2023

« Dan dau vé quan ly Bot (Bot Management) nam 2023

DDoS Mitigation 2023 [ Bot Management 2023
LEADER Quiadrant LEADER

Application & API Pro
LEADER
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Toi wu chi phi va nguén luc
==

Cac chinh sach bdo mat dugc cap nhat ty dong, giup hé
théng duy tri kha nang bao vé manh mé trudc cac moi de
doa ma&i va su thay d6i trong moéi truong tan céng. Béng
thoi, doi ngt Emergency Response Team (ERT) luén san
sang giam sat va ung pho nhanh chéng véi moi sy ¢d hodc
tan coéng. Ngoai ra, Viettel CWAF gitp t6i wu chi phi va
nguodn luyc cho doanh nghiép, gidm thiéu dau tu vao ha
tang bado mat phtrc tap va tiét kiém thoi gian, cong strc cho
do6i ngti bdo mat nh¢ vao hé théng ty dong hoa va quan ly
tl xa.

= o S
Bao vé toan dién

Viettel CWAF giup bao vé toan dién hé théng khéi cac méi
de doa truc tuyén, bao gébm cudc tan cong DDoS, cac méi
de doa khai thac tr cac ing dung web, API, tan cong bad
bot va cac cubc tan cong phirc tap & nhiéu lop mang khac
nhau.
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Tinh ndng dich vu Standard Advanced Complete
Web Application Firewall v v v
API Protection v v v
Access Control & IP Geo Rules v v v
Advanced Rules v v v
Reporting & Analytics v v ¥
DDoS Protection 1Gbps 10Gbps 10Gbps
Threat Intelligence Queries
(ot st 50 50 50
Rate limit v v v
Basic Bot Protection ¥ il v
Standard Support v v v
Advanced Support X v v
Advanced WAF (PathAccess
Protection and Al-based X v v
Correlation Engine)
ERT Active Attackers Feed - EAAF X v v
Client-Side Protection - Detection X v v
Client-Side Protection - Mitigation X X v
API Discovery X X v
Advanced Bot Manager X X Ve
Advanced Web DDoS Protection Add-on Add-on Add-on
Data Retention 30 Ngay 60 Ngay 90 Ngay
Load Balancer as a Service Failover Basic Advanced
DNS as a service Add-on Add-on Add-on
CDN Add-on Add-on Add-on
Unlimited DDoS protection Add-on Add-on Add-on
Premium Support Add-on Add-on Add-on
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