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Datasheet

VIETTEL CLOUD FIREWALL

Bang ky ngay

TONG QUAN PIEM NOI BAT

Viettel Cloud Firewall la dich vy tuong ltra thé hé mai ‘
(Machine Learning Powered Next Generation Firewall), gidi * Giai phap bdo vé manh mé cho céc
phap bdo vé manh mé dam may clia khach hang tw céac dich vu trén nén tang ddm may voi
hang bdo mat hang dau thé gioi. Gidi phap tuong lra tuong Lra thé hé mai. Cung cép céc
Viettel Cloud Firewall cho phép khach hang quan tri, thiét tinh nang bao mat dén lop ung
lap céc chinh sach bdo mat mét cach don gian, dadm bao an dung.
toan cho dt liéu ctia khach hang trén méi truong dién toan L e .
dam may. . CaAc dor liéu V? Vlrl;lS, loA h(?rjg bao
mat duoc ty dong cap nhat lién tuc.
- = e Co6 khd nang phan biét hang nghin
E ; tng dung dé thuc thi theo chinh
R sach.
iy MPLS/P2P « Kha nang két noi an toan tir xa cho
nguoi dung vai cac tinh ndng IPsec
@ @ VPN, SSL VPN.

o Cung cap kha nang dy phong (High-
Availability) dwa theo nhu cau cla
khach hang.

Edge Gateway

o Cac cau hinh tuy chon dua theo quy
mo cla hé thong.

jr-esrs Giao dién quan tri don gidn, than
_ thién va&i ngudi dung.

o Cho phép nhanh chéng mé& rong ha
tang tai thoi diém s& dung, giup
gidm thoi gian lap ké hoach, trién
khai va ddy nhanh tién d6 dua dich
vu clia doanh nghiép vao khai thac.

APP - 10.100.0.0/24

TiNH NANG CHIiNH

Next-Generation Firewall

Cung cép céc tinh nang tuwong lra nang cao véi hiéu nang manh mé:
» Kiém tra goi tin sau (deep-packet)

« Nhan dién, kiém soat ing dung (Application Control)

» Nhan dang, quan ly nguoi dung

e Phat hién va ngan chan cac méi de doa nang cao (URL Filtering, bdo mat DNS, bdo mat loT). Béi véi cadc moi
de doa chua biét, cho phép gri ndi dung thuc thi dén mét dam may “sandbox” dé phan tich

o Ngan chan phan mém doc hai duwa trén cong nghé Machine Learning

. tt l_ Hang dau Viét Nam vé Dich vu Trung tam Dir liéu va Dién toan Dam may
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Bang ky ngay

Tinh néng vé Networking

o HO tro IPv4/IPv6

¢ Dinh tuyén tinh va cac giao thirc dinh tuyén déng nhu BGP, OSPF...
e Pinh tuyén dua theo chinh sach (Policy Based Routing)
 SD-WAN

« VPN Site to Site, Client to Site: IPsec va SSL

e H6 tro céc tinh ndng NAT, PAT

e H6 tro QoS

» H6 tro Application Load Balancing

Cac tinh nang khac

¢ Binh nghia hodc tu dinh nghia cac Zone: Address/Service Object, Application, Security Profile
» H6 tro tinh nang HA (High Availability)

e H6 tro cac tinh ndng giam sat nhu Syslog, SNMP, Netflow
e HO6 tro glri cdnh bdo qua email

Céc tinh nang tuy theo géi san pham

¢ Phat hién, ngan chan virus, ma déc

» Phat hién, ngdn chan xam nhap trai phép

e Loc trang Web, phan loai trang Web theo nhiéu chi dé

e Phat hién, ngdn chan phan mém doéc hai

+ Ngan chdn thu rac, spam

e Loc File va dir liéu

» DNS Filtering/DNS Security

e Phat hién ma doc chua xac dinh duoc bang Sandbox

Phu hop véi nhiéu giadi phap khach hang dang st dung

o Viettel Cloud Server: Cung cap gidi phap bdo mat nang cao bao vé cdc mady chu clia khach hang vai cac moi
de doa tir bén ngoai.

» Viettel Virtual Private Cloud (vWPC), Viettel Dedicated Private Cloud (vDPC): B3o vé, kiém soat dit liéu theo
chiéu Bdc-Nam (Ra-Vao hé théng) va dir liéu theo chiéu Déng-Tay (Gitra cac may chii trong hé théng).
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CAC DONG SAN PHAM VIETTEL CLOUD FIREWALL

1. Viettel Cloud Firewall VMware Native

Viettel Cloud Firewall VMware Native la tuong
&ra tich hgp san trén nén tang Cloud cla
VMware, quan tri truc tiép trén Cloud Portal
cla khach hang.

Viettel Cloud Firewall VMware Native cung cap
kha nang bao vé toan bo luu luong East-West
va North-South.

Khac biét voi cac gidi phap Cloud Firewall
théng thuong. Trong kién trdc phan téan
(Distributed  Architecture), cac tinh nang
Routing/Firewall duoc tich hop tryc tiép vao
Hypervisor va duoc trién khai truc tiép trén méi
Compute Node. Kién tric nay loai bo
bottleneck vén la nhuoc diém chung cua kién
trdc 4o hoa va tang khad nang mé réng clia hé
thong.

e Tinh nang Distributed Firewall giup bdo vé
luu lvong néi bé giltra cdc mdy do ngay trong
cung mot segment.

¢ Tinh ndang Advanced Threat Prevention bao
gbm phat hién va phong chong xam nhap
(IDS/IPS), phat hién va phong chéng ma doéc
(Distributed Malware Detection and
Prevention)... mang dén cho khach hang céac
cao cap clia NGFW ngay trén Viettel Cloud
Firewall VMware Native.

viettel
IDC

/—

On-Premises

IPsec VPN

(Site to Site) MPLS/P2P

Viettel Cloud
Firewall VMware
Native

______ --= Distributed ~ -~~~ __
Firewall

VM VM
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GOI cuoc THROUGHPUT

STANDARD 1 300 Mbps
STANDARD 2 1 Gbps
STANDARD 3 2 Gbps
STANDARD 4 4 Gbps
STANDARD 5 8 Gbps
STANDARD 6 12 Gbps
ADVANCE 1 300 Mbps
ADVANCE 2 1 Gbps
ADVANCE 3 2 Gbps
ADVANCE 4 4 Gbps
ADVANCE 5 8 Gbps
ADVANCE 6 12 Gbps
PREMIUM 1 1
PREMIUM 2 10
PREMIUM 3 100
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Tinh nang STANDARD ADVANCE
Networking Services:
 Distributed Routing

¢ |Pv4 and IPv6 Static Routing
o NAT

¢ Site to site: IPSec VPN

Distributed Routing

Co Co

Gateway Security:

o Stateless L3 Rules Co Co

Gateway Security Advanced:

e Stateful L3 Rules Co Co

Gateway Security Advanced:

e Basic L7 Application Identification Rules

¢ Advanced L7 Application Identification Rules
e URL Filtering

Coming Soon Coming Soon

Gateway Advanced Threat Prevention:
» Malware Detection Khéng Coming Soon
e Cloud Sandboxing and Artifact Analysis

Tinh nang PREMIUM

Distributed Firewall Coming Soon

Distributed Security Advanced:

» Stateful L2 and L3 Rules

Distributed FQDN Filtering

Basic L7 Application Identification Rules
Advanced L7 Application Identification Rules
Malicious IP Filtering

Coming Soon

Distributed Advanced Threat Prevention:
 Distributed Intrusion Detection Service (IDS)
Distributed Behavioral IDS

o Distributed Intrusion Prevention Service (IPS)
Distributed Malware Detection and Prevention
¢ Cloud Sandboxing and Artifact Analysis

Coming Soon
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2. Viettel Cloud Firewall Palo Alto

Goi hiéu nang VCF1 VCF2 VCF3
S6 vCPU hé tro 2 3 4
BO nha t6i thiéu 7GB 7GB 9GB
Dung long 6 cting 60 GB 60 GB 60 GB
toi thiéu
Thong luong tuong Lira (App-1D) 3 Gbps 4,5 Gbps 6 Gbps
Thong lugng khi bat tinh nang Threat
Prevention (Threat Prevention Throughput) 1,5 Gbps 2,25 Gbps 3 Gbps
Thong lwong IPsec VPN (IPsec VPN Throughput) 1 Gbps 1 Gbps 1,8 Gbp
S6 lwgng phién méi/giay (New Sessions / 15.000 15.000 30.000
Second)
S6 luong phién téi da 250.000 250.000 819.200
S6 lwgng chinh sach bdo mat (Firewall Policies) 250 1.500 10.000
S6 lwong vung bdo mat 40 40 40
S6 luwong duwong ham IPSec VPN (IPSec VPN 1.000 1.000 2000
Tunnels)
S6 lwgng duwong ham SSL VPN 500 500 2.000
S6 lwgng Clientless VPN 100 100 400
tS;Jbll:'o'ng maximum route trong IPv4 forwarding 5.000 5000 10.000

e TGt cd cdc théng s6 hiéu ndng trén déu dua trén Datasheet cla hang. Thong sé hiéu ndng thuc té cd thé
khdc phu thuéc vao méi trudmg trién khai VM (cdu hinh phan cung, phién bén 0S...)

e Cdc théng sé trén nén duoc st dung lam cdn cu dé€ sizing hé thdng, khéng phdi la cdc con s6 chinh xdc dé
cam két vé hiéu ndng.
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Gai tinh nang BASIC GOLD PLATINUM

Tuong llra thé hé méi ML-Powered , . ,
NGFW o co co co
Nhan dang tng dung Co Co Co
Nhan dang ngudi dung Co Co Co
Cac tinh nang network, routing Co Co Co
Hb tro IPSec VPN Site-to-Site Co Co Co
Hb tro Remote Access/VPN Client (co , ) )

, Co Co Co
ban)
Loc file va dr liéu co ban Co Co Co
Anti-Virus Khéng Co Co
Anti-Spyware Khong Co Co
Cau hlnh bdo vé 16 hong bdo mat Vulnerability Khong 6 6
Protection
Phan tich & phong vé méa doc chua xéc
dinh/APT bang sandbox va nang cao Khong Khoéng Co
(WildFire)
Loc web nang cao (Advanced URL Filtering) Khong Khéng Co
Bao vé DNS (DNS Security) Khong Khéng Co
H6 tro Remote Access/VPN nang cao
(clientless VPN, Host check..)- GlobalProtect Add-on Add-on Add-on
Phong vé chfmg that thpat dir liéu nang Add-on Add-on Add-on
cao (Enterprise DLP-Inline)
Enterprise loT Security Add-on Add-on Add-on
SaaS Security (Inline) Add-on Add-on Add-on
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3. Viettel Cloud Firewall Fortinet

Théng s6 hiéu nang

S6 vCPU hé tro 2 4 8

B6 nho 6 GB 8 GB 16 GB
Dung luong 6 cing 60 GB 80 GB 100 GB
30 Lurong chinh séch bao mat 10.000 10.000 200.000
(Firewall Policies)

S6 lg'(_yng phién maoi/giay (New 151K 155K 399K
Sessions / Second)

Thong luong twong Ltra khi bat

tinh nang kiém soat ng dung - 2,3 Gbps 5,3 Gbps 9,1 Gbps

Application Control Throughput
(HTTP 64K)

Thoéng lvgng tuong ra khi bat
tinh ndng ngédn chan xam nhap - 1,9 Gbps 3,5 Gbps 5,9 Gbps
IPS Throughput (HTTP 1M)

Thong luong twong Lira thé hé

mai — NGFW Throughput 1,3 Gbps 2,6 Gbps 4,2 Gbps

Thong luong khi bat tinh nang
phong chéng cac moi de doa - 0,9 Gbps 1,8 Gbps 3,4 Gbps
Threat Protection Throughput

Thoéng luong SSL VPN

Throughput 1,6 Gbps 3,9 Gbps 8,1 Gbps

e Tat cd cdc théng s6 hiéu ndng trén déu dua trén Datasheet cla hédng. Théng s6 hiéu ndng thuc té co thé
khdc phu thudc vao méi truomg trién khai VM (cu hinh phan cung, phién bén OS...)

e Cdc théng sé trén nén duoc str dung lam cdn cu dé€ sizing hé théng, khdng phdi la cdc con s6 chinh xdc dé
cam két vé hiéu ndng.
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Théng s6 tinh nang BASIC GOLD PLATINUM ENTERPRISE

Firewall Co Co Co Co

Kiém sodt ing dung Application Control Co Co Co Co

Ho tro IPSec VPN (Client to site, Site to 6 % o o

site)

SD-WAN Cé Co Co Co

Ngén chan xam nhap IPS (Intrustion Khong 6 o o
Prevention System)

Ngdn chan ma doc — AMP (Anti-Malware Khong 6 o o

Protection)

Ngan chan méa déc nang cao — Advanced
Malware Protection (Antivirus, Mobile
Malware/ Botnet/ CDR - Content Disarm Khong Co Co Co
& Reconstruction/ Virus Outbreak
Protection)

Phan tich va co lap cdc méi de doa nang

cao (FortiSandbox Cloud Service) Khong ce co ce
Ia_g; \\:vée tc)h(;’}:)nm\tlliii)(Web Security - URL Khong Khong Co o
Video and Secure DNS Filtering Khéng Khéng Co Co
Anti-Spam Khéng Khéng Co Co
Phong vé chéng that thoat dir liéu (DPL) Khong Khoéng Khoéng Co
Phat hién thiét bj la khong cé trong co

s& di¥ liéu clia tuong lra (IoT Detection Khéng Khéng Khéng Co

Service)

Ngdn chdn xam nhap chuyén dung cho
moi trudong san xudt, nha may (Industrial Khéng Khong Khéng Co
Security Service)

Kiém tra, phan tich muc do bdo mat,
hudng dan trién khai nham duy tri tinh
bdo mat (Security Fabric Rating &
Compliance)
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CAC MO HINH PIEN HINH
VIETTEL CLOUD FIREWALL FORTINET, PALO ALTO

» M6 hinh Standalone t6i gidn vai 01 thiét bi tuomg L&ra chay chinh sir dung cho cac ing dung yéu cau dé sén
sang thap, chi phi ré va téi gian trong quan tri. M6 hinh nay cting c6 thé st dung dé chay cho cac hé théng &
murc dy phong.

— e o — — —

Viettel Cloud
Firewall

Router/Gateway

APP - 10.100.0.0/24 DB- 10.100.1.0/24

P e T ——

M®b hinh Standalone

* M6 hinh High-Availability véi 01 thiét bi twong llra chay chinh (Active) va 01 thiét bj tuong l&ra chay du
phong (Passive) s& ddm bao sy hoat dong clia hé théng khi mét trong hai thiét bj twong Lra clia khach hang
c6 sy 6. M6 hinh nay phu hop véi cac ing dung quan trong, yéu cau dé sén sang cao va co t6 chuc phic tap
hodc cac hé théng core chinh.

Router/Gateway

Active oL Passive
Firewall

APP - 10.100.0.0/24 DB - 10.100.1.0/24

—_——— e — e — — — — = —

Mo hinh High-Availability
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TAI SAO CHON VIETTEL IDC?

* Pon vi dan dau trong linh vuc cong nghé dién toan dam may
Cong ty TNHH Viettel - CHT (tén giao dich: Viettel IDC) thanh lap
nam 2008 - nha cung cép dich vu dién todn dam may tién phong
vai hé sinh thai da dang nhat tai Viét Nam, vdi sir ménh cung cap
nén tang tin cay dé khach hang sang tao, but pha.

* Ha tang chuan Quéc té
Ha tang duoc dat tai cdc Trung tam dir liéu cla Viettel IDC dat
chuén TIA-942 Rated 3 Constructed Level, cac ching chi quéc té
ISO 9001: 2015, 50001: 2018, cac ching chi vé bdo mat, an toan

thong tin: 1ISO 27001: 2013, 27017:2015 (chuyén cho cac dich vu Cloud) va PCI DSS dam bdo dap tng cac
tiéu chi khat khe nhéat vé ha tang, chat luong dich vu va an toan, bdo mat thong tin.

¢ Cong nghé hién dai, phu hop xu thé
Viettel IDC cam két dp dung nhirg cong nghé hién dai, t6t nhat cho Khach hang. Véi vCF chung téi trién
khai cac cong nghé méi trong linh vuc dién todn ddm may: NFV, SDN...

* Trién khai nhanh chéng
M6 hinh truyén théng ton hang thang dé lap ké hoach trién khai va hang tuan thuc hién trién khai. Trong khi
dd, moé hinh ddm may vCF cho phép nhanh chong mé rong ha téng tai thoi diém sir dung. Biéu nay giup
gidm thoi gian lap ké hoach, trién khai va day nhanh tién dé dua dich vu clia doanh nghiép vao khai thac.

e Chi phi hop ly
St dung vCF giup gidm thiéu ngan sach dau tu ban dau, tiét kiém thoi gian trién khai. Khach hang cé thé lua
chon khong sé hitu thiét bi sau thoi gian thué, giup doanh nghiép khéng phai dau tu tién dé mua mai va xay
dung hé théng may chi vat ly ton kém ngay tlr ban dau.

» Do6i ngii chuyén gia va ky sw giau kinh nghiém
Doi ngl ho tro ky thuat 24/7 cung Lop k¥ su, chuyén gia giau kinh nghiém, thudc nhiéu linh vyc khac nhau
giulp gidi quyét cac bai toan nhu cau bdo méat clia Khach hang mét cach toan dién.
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