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Datasheet

VIETTEL CLOUDRITY

Tinh ndng ndi bat cla Cloudrity

v v v
Chéng tdn cdng DDoS Tudng lta Gng dung WAF  Chdéng tdn cdng DDoS
tdng mang (L4) (Web Application Firewall) tang Gng dung (L7)
Tan cong DDoS (tan cdng tu chdi  Phat hién, ty dong ngan chan cdc  Phat hién, ty dong ngdn chan
dich vy) sé di dén hé théng request tdn cong khai thac vao 16  tan cong thudc cac dang HTTP
Cloudrity va dugc xUf ly ngdn chdn  hong cla website (cac kifu tdn cong  Flood, Slow attack (Slow POST,
bdi hé thong/ngudi van hanh tru6c  thudc TOP 10 OSWAP...) Slow loris); ngan chan bot
khi di dén server khach hang. request dén website vai cookie,
captcha challenge.

Nguy cc an ninh mang

Vi tinh hinh COVID-19 van dién ra vd cing phc tap, kéo theo cac nhu cdu chuyén ddi sd
manh mé, cac t6 chlc, doanh nghiép phai lam viéc tl xa theo chinh sach, quy dinh cla nha
nuUGc tuy nhién chua dam bao an toan thong tin dan dén b 1§ lot, chiém doat. Theo thdng ké
clia Viettel Threat Intelligence, s6 lugng 1& hdng dugc phat hién va cdng bd trong quy 1 ndm
2022 tang 33,31% so vGi cing ky nam 2021. S6 liéu Cloudrity thong ké quy 11/2022:

16,933,145 9,152,589 152,328

Tan cong khai thac  Tan cong DDoS L4  Tan cdong DDoS L7
6 héng web

Dich vu bdo vé website Cloudrity ra ddi nhdm bao vé tot
nhat cho website khach hang trudc cac cudc tan céng cé chd
dich tU bén ngoai, qua dé bdo vé hoat ddng san xuat kinh
doanh cla khach hang.

Tin tac

A L~ 0 Cloudrity Website
MO hinh — Khach hang

hoat dong

Nguai dung
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Cac gdi dich vy cua Cloudrity

) G6i dich vu
Tinh nang Mo ta
WP Silver WP Gold WP Platinum
Chéng tdn cong thudc Top 10 OWASP -
top 10 16 hng bdo mat web phé bién
nhat theo tiéu chudn OWASP. Nhiing 16 Co ban* DAy du* Day du*
héng nay cho phép tin tdc khai thac, tan
cbng va xam nhap di liéu cla website.
Tudng lia dng
dung web Ngan chan khai thac 16 héng 1-day, nhdng
16 hdng da dugc céng bd clia web frame-
work, web server, mail server, ... Nhiing v v
website s dung phién ban ci chua dugc va
cac 16 héng clia cac cong nghé nay cé nguy
cd bi tin tac khai thac.
B6 sung luat ty chinh chdn theo nhu cdu v v v
Chéng tan cong DDoS tdng mang (DDoS L4)
- cac dang tan cong volume L6n nhu UDP 1Gbps 5Gbps Theo yéu ciu
Flood, SYN Flood.
Chéng tan cong DDoS tang Ung dung
- - (DDoS L7) - cac dang tan cong nhu HTTP 500Mbps 2Gbps Theo yéu cau
Chong tan Flood, Slow loris
cdéng DDoS
Ngan chan bot véi cookie challenge v v v
Tan sudt truy cap t6i da 1000rps 5000rps Theo yéu cdu
Gigi han tan suat truy cap td mdi IP nguén v v v
(theo s6 lugng request, s lugng connection)
Danh séch Quan ly danh sach IP blacklist/whitelist v
truy cap Quan ly danh sach URI whitelist v v v
Giam sat bang théng truy cap
Giam sat (bps, rps, cps, pps) ¢ v v
Giam sat sy kién tan cdng (WAF, DDoS L7) v v v
B&o cdo dinh ky gui tu dong v v v
Bdo cdo
B&o cdo tuy chinh v
Canh bao Canh bdo downtime website qua SMS v
Cac tinh Hb trg IPv6 v v v
nang khac Hb trg CNAME v v v
Cam két uptime (ca khi x3y ra tan cong) 99.99% 99.99%
Hb trg 24/7 v v
Cam kéf‘ chat Hotline hé trg khan cap v v
lugng dich vy
Thai gian phan héi yéu cdu xd ly Cap do 1* T6i da 2 gis T6i da 30 pht
Thai gian phan héi yéu cdu xi ly Cap do 2* T6i da 4 qio Téi da 1 gi
Thai gian phan héi yéu cau xU ly Cap do 3* T6i da 24 gio T6i da 8 g

Ghichu

Co ban*: gém cac rule co ban nhat, cé thé bat tudng lUa Ung dung web ngay, ty (& 16 chan nham (False-Positive) thap.

DAy du*: gém ddy du tap rule OWASP, chat ché hon, nhung ty L& 16i chan nhdm cao hon, phai t3i uu tap rule trudc khi bat tudng lda dng dung
C8p dd 1*: nhing sy 6 nghiém trong anh hudng dén dd kha dung (Uptime) cdia toan bo dich vu.

C3p dd 2*: nhing LGi it nghiém trong, hodc i chan nham.

C38p dd 3*: yéu cdu cap nhat cau hinh, hoi dap.
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