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ANTI DDoS VOLUME-BASED

®» GIGI THIEU DICH VU ® UUDPIEM NOI BAT

Anti DDoS Volume-Based la dich vu chéng tdn céng DDoS FTmmTm ST ommomoooooooooooooooooooooooo- e .
Phat hién, x ly nhanh, théng bdo tdc thai dén khach !

bang théng lén lam nghén kénh truyén internet cla khach : . B e
i hang cac cudc tan cdng DDoS Volume-Based.

hang, giip dam bao chat lugng tét cho kénh truyén cua

khach hang trong diéu kién binh thudng cing nhu khi bj tan TTTTTTTTTTTT T soooseooooooooooooooooos . ”
c6ng DDoS. i Toan bd quy trinh, tinh nang dugc tu dong héa. ‘1
» Vi SAO CAN TRIEN KHAI DICH VU " Doi ngd van hanh, gidm sat, hé trg khach hang 24/7 |
: : | chuyén nghiép trong suét thai gian st dung dich vu. ‘1

Cac cudc tan cong DDoS ngay cang da dang vé quy mé va muc
dich (d6ng co ca nhan, kinh t& va chinh tri). Cac kiéu tan céng

;' Hb trg da dang cac kénh canh bao realtime qua
clng ngay cang da dang, phdc tap, gdy hau qua gidn doan cho ' Email, SMS, Portal.

dichvghatdng. g
Bén canh dé, hacker cé thé Igi dung 16 hdng clia cac thiét bj ddu
cudi dé& st dyng nhiéu hinh thic tan céng huy dong dugc cac
lubng bang théng Lén tif vai chuc t6i hang trém Gbps lam nghén
ndng kénh truyén cda khach hang.

| XU ly dugc toan b cac kiéu tan cong DDoS phd bién véi !
' bang thong én dén hang tram Gbps, cdp nhat nhanh ]
| chéng va thudng xuyén cac hinh thai tan cdng méi. !

hiéu hda céc cudc tan cong DDoS t6i ha tdng clia khach hang, khach hang theo déi théng tin.

bao vé kénh truyén tét nhat cho khdch hang trudc nhling cudc = - - - - - oo ’
tdn cdng chl dich, qua dé bao vé hoat déng san xudt kinh sy dung cac cong nghé tién tién dé phat hién va chan

doanh cla khach hang. ' loc t&n cong nhu: DPI, Profiling, Machine learning,
. BGP flowspec, Remote trigger black hole...

Chinh vi vay, dich vu chdng tan cdng DDoS ra dsi dam bao vo ;/ Cung c&p giao dién Portal tryc quan, tién Lgi cho
| v v I v v

» CAC TiNH NANG CHINH

Phdt hién va xd Ly nhanh tén céng DDoS Volume-Based:
Phat hién nhanh hdu hét cac loai hinh tan céng DDoS Volume-Based trong thdi gian dugi 3 phat
Delay géi tin di qua bo loc <3 ms

Chéng tan céng volume lén, lén dén hon 100 Gbps

((((@

Phat hién va x{ ly cac t&n cong phd bién:
TCP stack attack (SYN Flood, Reflection/Amplification Flood Attacks (ICMP, DNS, mDNS, Memcached,
FIN, RST, ACK, SYN-ACK...) SSDP, NTP, Chargen...)

Volumetric Attacks (UDP Flood,

ICMP Flood...) Fragmentation (Teardrop) Invalid packet

+ Cac hinh thdc x{ ly linh hoat: Lam sach luu lugng t&n cong dé tra vé luu lugng sach cho khach hang hoadc chan luu lugng dén
IP bi tdn c6ng theo cac tly chon luu lugng trong nudc, luu lugng quéc té...

Tu déng théng bdo dén khdch hang bdng Email, SMS, Portal ngay khi cuéc tén céng dugc phdt hién.

Portal cung cép giao dién thén thién cho khdch hang theo déi, tra ciu théng tin chi tiét
tdn céng da va dang xdy ra.
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» MO HINH GIAI PHAP
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® CAM KET CHAT LUONG DICH VU

+ Do on dinh cta hé thang: Ludn ludn hoat dong va cung cap ddy du tinh ndng cho khach hang 8n dinh 24/7.
Thdi gian phat hién tdn céng va ty dong xd Ly luu lugng tan cong: T6i da trong vong 3 phdt.
Thdi gian gUi théng bao dén khach hang (Email, SMS, Portal): Téi da trong vong 5 phut.

<KX

Hiéu qua Llam sach luu lugng: Tai thiéu 95% luu lugng sach dugc tra vé cho khach hang sau khi di qua hé théng lam sach luu lugng

tan céng.
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