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1. Téng quan dich vu

1.1 Mt so6 khai niém co’ ban vé Kubernetes
1.1.1 Kubernetes & kién tric cua 1 cum tai nguyén Kubernetes

Kubernetes la mét nén tang nguén mad, co kha nang chuyén dich nhanh chong, co thé mé
réng dé quan Ly cac img dung duoc déng goi va cac service, gitp thuan Loi trong viéc cau hinh va
tu déng hoa viéc trién khai tmg dung.

Céac thanh phan co ban ctia Kubernetes gom:

- Control Plane Components (Master Node): gdbm céc thanh phan giup quan ly trang

thai chung clia cum

- Node Components (Worker Node): gém cac thanh pham chay trén moi worker node,

duy tri cac pod dang chay va cung cap méi truong thoi gian (runtime environment)
chay Kubernetes

- Addons: s&r dung tai nguyén Kubernetes (DaemonSet, Deployment, v.v.) giup mé& rong
chirc nang clia Kubernetes va trién khai cac tinh nang cta cum. Vi du: DNS, Web Ul

(Dashboard), Container Resource Monitoring, Cluster-level Logging

Kién truc co ban clia 1 cum tai nguyén Kubernetes (Cluster Kubernetes) ma Viettel IDC dang

cung cap nhu sau:


https://kubernetes.io/vi/docs/concepts/overview/what-is-kubernetes/
https://kubernetes.io/docs/concepts/overview/components/#control-plane-components
https://kubernetes.io/docs/concepts/overview/components/#node-components
https://kubernetes.io/docs/concepts/overview/components/#addons
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1.1.2 Control Plane (Master Node)

Control Plane (Master Node) la server diéu khién céc Worker Node chay céc Pod chira

ung dung. Master Node bao gém 04 thanh phan chinh:

Kube API Server: la thanh phan giup céc thanh phan khac lién lac ndi chuyén véi

nhau. Lap trinh vién khi trién khai ¢ng dung sé goi API Server nay;

Kube Scheduler: Thanh phan nay Lap lich trién khai cho cac ing dung, ing dung duoc

dat vao Worker Node nao dé chay;

Kube Controler Manager: Thanh phan dam nhiém phan quan ly cac Worker Nodes, kiém

tra trang thai cac Worker “song hay chét” (Node Controller), ddm nhan viéc nhan ban tng
dung, v.v..;

- Etcd: la co sé& dir liéu ctia Kubernetes, tat ca cac théng tin clia Kubernetes duoc luu
trir co dinh tai day;

Ngoai 4 thanh phan chinh trén, control plane c6 thé tuy chon tich hop v&i nén tang cla

nha cung cap ddm may thong qua thanh phan cloud-controller-manager



https://kubernetes.io/docs/concepts/architecture/#control-plane-components
https://kubernetes.io/docs/concepts/architecture/#kube-apiserver
https://kubernetes.io/docs/concepts/architecture/#kube-scheduler
https://kubernetes.io/docs/concepts/architecture/#kube-controller-manager
https://kubernetes.io/docs/concepts/architecture/#etcd
https://kubernetes.io/docs/concepts/architecture/#cloud-controller-manager

1.1.3 Node (Worker Node)

Node (Worker Node) la server chay cac Pod chira timg dung trén dé, bao gém 03 thanh phan

chinh:

- Container runtime: thanh phan giup chay cdc ung dung duédi dang Container.

Kubernetes hd tro nhiéu loai Container runtime nhu Docker, containerd, CRI-O;
- Kubelet: thanh phan giao tiép voi Kubernetes API Server, déng thoi dong vai tro quan
ly cac container;

- Kubernetes Service Proxy (tuy chon): ddm nhan viéc phan tai gitra cac ing dung;

Céac node duoc tap hop thanh timg nhédm cé cau hinh giéng nhau duoc goi la Node Group.
Node group co thé ting thém hodc gidm di mét cach linh hoat va phan chia thanh nhiéu nhém
trong 1 cum tai nguyén Kubernetes dé dap umg nhu cau trién khai tng dung. Nguoi dung cé thé
cau hinh Worker Autoscale theo timg Node Group giup toi wu tai nguyén va hiéu suat clia ing

dung.

1.1.4 Kubectl

Kubectl la agent chay trén tung worker node trong cum Kubernetes cluster. Kubelet
hoat déng dudi dang PodSpec. Kubelet lay mét tap hop cac PodSpec dugc cung cap thong
qua cac co ché khac nhau va ddm bao rang céc container duoc mé ta trong cac PodSpec dé
dang chay va khdée manh. Kubelet khéng quan ly cac container khéng duoc tao bdi

Kubernetes.
1.1.5 Pod

Pod la don vj tinh todan nhd nhat co thé trién khai ma khach hang co thé tao va quan
ly trong Kubernetes. Mot Pod bao gébm mot hodc nhiéu containers, véi tai nguyén
mang/vung luu trir (storage) duoc chia sé va mot dac diém ky thuat vé cach chay céc
containers. Noi dung ctia Pod luén dugrc dinh vi va déng thoi Lén lich, va chay trong boi canh
chung. Pod mé hinh héa mot "may chi logic" danh riéng cho ng dung: né chtra mot hodc
nhiéu containers ing dung duoc két hop twong doéi chat ché. Trong béi cdnh khong phai

dam may, cac ing dung duoc thuc thi trén cing mét may vat ly hodc may do tuong tu nhu


https://kubernetes.io/docs/concepts/architecture/#node-components
https://kubernetes.io/docs/concepts/architecture/#container-runtime
https://kubernetes.io/docs/concepts/architecture/#kubelet
https://kubernetes.io/docs/concepts/architecture/#kube-proxy
https://kubernetes.io/docs/reference/kubectl/
https://kubernetes.io/docs/concepts/workloads/pods/

cac ing dung dam may duoc thuc thi trén cing mot may chu logic. Cling nhu container (ng
dung, Pod c6 thé chira init container chay trong qua trinh khai déng Pod.
1.1.6 Image

Image dai dién cho dir liéu nhj phan bao boc moét iing dung va tat ca cac goi phan mém
phu thudc (dependencies) clia n6. Image co6 thé chay déc lap va dua ra cac giad dinh duoc
xac dinh rat ré rang vé moi truong thoi gian chay ctia ching. Image nay théng thudong duoc
luu trir & mot repository tap trung, chdng han Docker Hub L& noi chira Images chinh thic

ctia nhiéu Ung dung phé bién nhu nginx, mysql, wordpress, redis, v.v.
1.1.7 Deployment

Mét Deployment cung cap ban cap nhat khai bao cho Pods, Replica Set. Nguoi dung mo
ta trang thai mong muén trong mét Deployment va Deployment Controller thay déi trang
thai thuc té thanh trang thai mong muén véi toc do duoc kiém sodat. Ngoai ra, ngudi dung
c6 thé xac dinh cac Deployment dé tao cac ReplicaSets méi hodc x6a cac Deployment hién
co va str dung tat ca cac tai nguyén cla chung véi Deployment mai.

1.1.8 ReplicaSet

ReplicaSet duoc tao ra nham duy tri mét tap hop gébm cac ban sao Pop 6n dinh dang
chay & béat ci thoi diém nao. ReplicaSet thuomg duoc sir dung dé dam bao su san sang cua
mot nhém céc Pods, dé dang nhan ban thém hay gidam sé lwong Pod.

1.1.9 Service

Service la mét cach triru twong dé expose mot tng dung dang chay trén mot tap hop
cac Pod nhu mét dich vu mang. V&i Kubernetes, ngudi dung khong can phai stra déi tng
dung ctia minh dé st dung co ché kham pha dich vu khong quen thudc. Kubernetes cung
cap cho cdc Pods dia chi IP clia riéng ching va mét tén DNS duy nhat cho mot nhém céc

Pod va c6 thé can bang tai trén cac nhém do.
1.1.10 Labels

Labels & cac cdp key/value duoc gén vao céac déi tuong, chang han nhu Pod. Céc label

nham muc dich s dung dé xac dinh cac thudc tinh nhan dang clia cac déi tuwong cé y nghia


https://kubernetes.io/docs/concepts/containers/images/
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
https://kubernetes.io/docs/concepts/workloads/controllers/replicaset/
https://kubernetes.io/docs/concepts/services-networking/service/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
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va phu hop véi nguoi dung. Labels cé thé duoc str dung dé t6 chire va chon cac tap hop con
clia cac doi tuong (VD: gén labels theo chirc nang frontend, backend, chay trén méi truong
dev, test, staging, production). Cac labels c6 thé duoc gén vao cac doéi tuwong tai thoi diém
tao va sau do duoc thém vao va slra doi bat ky luc nao. Moi déi tuong co thé cé mot tap
hop cac key/value labels dugc xac dinh. Méi key phai la duy nhat cho mot déi tuong nhat

dinh.

Pod
nodeSelector:
size: large

Sz ‘ ‘

A 4 A 4

pool-12wqdree
pool-gnnzooev Labels:

Pé s dung label ta dung dén nodeSelector. Y tudng cla viéc si dung tham sé

nodeSelector nay do la mong mudn cau hinh cac Pod chi chay trén mot tap cac node cé

lable nhat dinh.

Vi du nhu hinh, cdc pod gan nodeSelector véi cap key-value la size:large sé duoc

scheduling vao node pool c6 label size=large
1.1.11 Taints

Taint & mot loai nhan déc biét dung dé danh dau node cé nhirng déc trung nao do, xac

dinh b&i moét bd key-value va mét action khi Pod khong théa man diéu kién key-value dé.

Gan Taint vao mot node giéng nhu viéc chiang ta khoa mét node bang mét cai 6 khoa
(coi taint [a 6 khoa), va (6 khoa) nay dic trung bdi mét label key=value va mét action kem

theo (goi la effect néu khong cé (chia khoa).
Action nay co thé la:
e NoSchedule ==> Khéng cé (chia khda) thi sé khdng duoc Lén lich chay trén node nay.

e NoExecute ==> Khong c6 (chia khéa) thi sé co thé duoc Lén lich trén node nay nhung


https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
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Pod sé khong duoc thuc thi.

e PreferNoSchedule ==> Kubernetes sé c6 né tranh nhat schedule pod k co tolerations
lén node bi tains
C6 (khoa) thi phai co (chia). DE mé khoda (Taint) cho phép Pod co6 thé duoc chay trén Node
c6 Taint, thi Pod do phai khai bao Tolerations (chia khéa) dac trung véi mét label key=value
va mot Action kem theo tuwong tu nhu véi Taint.
Luu y: M6t node c6 thé co nhiéu Taint, khi dé Pod duoc gan vao Node néu co tét ca cac

Toleration twong ung véi cac Taint clia node.
1.1.12 Worker Autoscale

Worker Autoscale la tinh nang tuy dong tang gidm tai nguyén Worker Node theo Node

Group dua trén nguyén ly hoat dong co ban ctia Kubernetes la tinh ndng Cluster Autoscaler

v&i cac Node va
Cluster Autoscaler la cong cu ty dong diéu chinh kich thudc ctia cum Kubernetes khi
dap ung mot trong cac diéu kién sau:
o Co céc pod khong chay duoc trong cum do thiéu tai nguyén dua trén

Horizontal Pod Autoscaling (HPA) véi cac pod trong Node.

o (€6 cac Nodes trong cum da khong duoc sir dung hét trong mét thoi gian dai
va cac pod clia ching c6 thé duoc dat trén cac Nodes hién co khac.

Vi du ngudi dung config muic tai nguyén CPU st dung cua pod dat trén 70% hoac
Memory s dung dat 80% qua file yaml, thi sé tién hanh ty dong sinh thém Pod mdi khi dat
diéu kién. Khi cac pod méi duoc sinh ra khong du tai nguyén dé hoat dong trong s6 Nodes
dang cd, 1 Worker Node méi sé duogrc sinh ra theo cau hinh Node Group dugrc chi dinh label

theo nhu cau cla nguoi dung.

Truong hop Node Group khéng duoc chi dinh label hodc co label gidng nhau, céc
Worker Node duoc tang ngau nhién vao mét trong nhirg cau hinh dang c6. Nguoi dung co
thé theo doi théng tin Worker Node duoc tang thém trén giao dién quan trj do Viettel IDC

phét trién.


https://kubernetes.io/docs/concepts/cluster-administration/cluster-autoscaling/#cluster-autoscaler
https://kubernetes.io/docs/concepts/cluster-administration/cluster-autoscaling/#cluster-autoscaler
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
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1.2 Gidi thiéu dich vu Viettel Open Kubernetes Service (VOKS)
1.2.1 VOKS la gi?

Viettel Open Kubernetes Service (VOKS) la mét dich vu & lép nén tang (PaaS) cung
cap cho cac Nha phat trién phan mém maét moi truong do hoda & Lép 0S (Operation System)
hoan chinh, hé trg ngudi dung phat trién, kiém thi, trién khai va phan phéi cac ing dung
trén nén tadng Kubernetes.

vOKS duorc phat trién va cung cép trén nén tang Public Cloud Openstack manh mé va
6n dinh cla Viettel IDC, nh¢r d6 dich vu duoc trién khai va cung cdp hoan toan ty dong,
nhanh chong va thuan tién cho khach hang. vOKS dap ung nhiéu tiéu chuan va ching chi
danh cho dich vu Cloud cda Viét Nam (G-Cloud) cting nhu thé gigi (ISO 9001:2015 - Hé
thong quén ly Chat luong, 1ISO 27001:2013 - Hé théng quan ly An toan thong tin, ISO
27017:2015 - Kiém soat bdo méat an toan théng tin cho cac dich vu dam may, v.v.).
1.2.2 VOKS c6 nhirng tinh ndng gi?

VOKS dem dén cho khach hang todn b6 cac tinh nang hiru ich nhat ctia nén tang

Kubernetes nhu sau:

- Service discovery va can bang tai: Kubernetes co thé expose mot container st dung DNS
hodc dia chi IP clia riéng né. Néu luong traffic truy cap dén mét container cao, Kubernetes
c6 thé can bang tai va phan phoi luu lwong mang (network traffic) dé viéc trién khai duoc

6n dinh.

- DBiéu phoi b nha: Kubernetes cho phép ty ddng mount mét hé théng luu trtr ma lap trinh

vién chon, nhu local storages, public cloud providers, v.v.

- Twdong rollouts va rollbacks: Lap trinh vién c6 thé mé ta trang thai mong mudn cho cac
container duoc trién khai dung Kubernetes va né co thé thay doi trang thai thuc té sang
trang thai mong muén vdai tan suét duoc kiém soat. Vi du, co thé tw dong hoa Kubernetes
dé tao mdi cac container cho viéc trién khai Umg dung, xod céc container hién c6 va ap

dung tat ca cac resource clia chiing vao container moi.

- Boéng goi tu dong: Lap trinh vién cung cap cho Kubernetes mét cluster gom cac node ma


https://kubernetes.io/docs/concepts/overview/#why-you-need-kubernetes-and-what-can-it-do
https://kubernetes.io/docs/concepts/overview/#why-you-need-kubernetes-and-what-can-it-do
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no cé thé str dung dé chay céc tac vu duoc dong goi (containerized task), cho Kubernetes
biét mbi container can bao nhiéu CPU va bo nh¢ (RAM). Kubernetes c6 thé diéu phéi cac

container dén céc node dé tan dung tét nhat céc resource.

- Tu phuc hoi: Kubernetes khoi dong lai cac containers bj 16i, thay thé cac container, xoa
cac container khong phan hai lai cau hinh health check do nguoi diing xac dinh va khong
cho céc client biét dén chung cho dén khi chung san sang hoat déng.

- Quan ly cdu hinh va bdo mat: Kubernetes cho phép luu trir va quan ly cac thong tin nhay
cadm nhu: password, OAuth token va SSH key. Lap trinh vién cé thé trién khai va cap nhat
lai secret va cau hinh ing dung ma khong can build lai cac container image va khéng dé
L6 secret trong cau hinh stack clia ban.

Bén canh nhirng tinh ndng géc clia nén tang Kubernetes, Viettel IDC cling phat trién
thém cdc tinh nang trén trang quan tri dich vu tap trung véi nhirng tinh ndng htru ich gidp

ngudi dung quan tri cum nhanh chéng va dé dang hon, cu thé:
Cung cap Node Group

Tinh ndng Node Group cho phép nha phat trién tao nhém, tuy chinh va quan ly céc
worker nodes cé lién quan hodc phuc vu da dang nhu cau st dung ha tang trong cing 1 cum

tai nguyén Kubernetes.
Quan tri cac Nodes tap trung

Quan tri cac Worker Nodes theo label, taints, cau hinh autoscale theo cing nhém cau
hinh Node group; c6 thé thém va xda céac Node groups nhanh chéng, dé dang; quan Ly chi
phi st dung tap trung bang self-service portal cta Viettel IDC.

Nang cap phién ban méi

HO6 tro cac version maéi nhat va nang cép version lién tuc, mang lai nhirng cai thién vé
hiéu nang,bdo mat nham hé tro khach hang s&r dung nhirng tinh ndng maéi nhat cla nén

tang Kubernetes.
Lwu trir Persistent Volume vé&i giai phap NFS

Tich hgp 01 NFS Node giup luu trir di¥ liéu dai han, ty ddng cau hinh chia sé gitra cac
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Node. Khach hang cé thé chd dong b6 sung thém dung luong khi can trén trang quan trj
dich vu.

Tw déng hoa & phuc héi Pod

Kubernetes giup ty ddng tao Pod mai, xod Pod cli va phan phoi tai nguyén ctia Pod ci
vao Pod mdi, khong gay downtime. Ngoai ra, tw déng reboot cac Pod bi 6i, xod hodc thay
thé cac Pod khong phan hoi healthcheck.

Cai dat va st dung cac céng cu giam sat nhanh choéng

Khé&i tao cac cong cu ho tro nhu Kubernetes Dashboard, Prometheus va Grafana chi
bang 01 nut click ngay trén giao dién quan tri dich vu do Viettel IDC phat trién.

Kiém soat tac déng téi cluster

Kiém soat moi thay déi vai tinh ndng xem lai lich s& thao tac trén cum tai nguyén
Kubernetes; bao gobm tao, stta Node group, cai dat cong cu ho tro, bé sung dung luong NFS
Storage,...

Tich hop Viettel CloudWatch (coming soon)

Dé dang thu thap log, gidm sat cac thanh phan nhu Pods, Volumes, Nodes trong

Kubernetes thdng qua cong cu Viettel CloudWatch cta Viettel IDC.
1.2.3 VOKS tinh tién nhw thé nao?
Nguoi dung cé thé lya chon gitra 2 hinh thic thanh toan gém:

- Saving Plan: la hinh thic thanh toan khi nguoi dung dang ky & tra tién trude theo thang,
giup tiét kiém vé ngan sach va phu hop véi muc dich s dung [4u dai, 6n dinh

- Pay As You Go (PAYG): la hinh thirc thanh toan khi nguoi dung st dung trudce dich vu
va trd sau, chi phi tai nguyén Worker Node va cac thanh phan khac nhu Master Node,
Persistent Volume, IP va bang théng duorc tinh theo gi¢r can cir trén thoi gian tao va
x6a clia cac Worker Node va cac thanh phan khac. Chi phi st dung duoc téng hop va
thanh toan hang ngay tir s6 du tai khodn online cla khach hang. danh sach gdi déng

ky dich vu thanh toan theo s6 luong tai nguyén sir dung, dua trén tinh nang Worker Node

Autoscale.
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Chi tiét bang gia cla ting hinh thirc thanh todn xem tai trang théng tin dich vu

2. Cluster

2.1 Cluster la gi?

Mot cum Kubernetes (Cluster) bao gém mot Control plane (mét hodc nhiéu Master Nodes);
mot tap hop cdc Worker Nodes (con dugrc goi la cac Nodes), chay cac ing dung duoc chira trong

container. M&i cum can it nhat mot Worker Nodes dé chay Pod.

Worker Node(s) lwu trit cac Pod la cac thanh phan cla tai img dung. Control plane quan ly

cac worker node(s) va cac Pod trong cum. Trén moi truwong production (méi truong thuc té cho
nguoi dung s dung), control plane thuong chay trén nhiéu may tinh va mét cum thuong chay

nhiéu Nodes, cung cép kha nang chiu l6i va tinh kha dung cao.
2.2 Cluster ctia dich vu vOKS

Dich vu vOKS ma Viettel IDC dang cung cap la 01 cum tai nguyén Kubernetes bao gém Master

Nodes va Worker Node(s), trong khi céc tinh nang va thanh phan khac nhu Autoscale, service LB

(Ingress Controller), Upgrade version, Persistent volume... duoc ho tro day da.

Kién truc co ban ctia 01 cum tai nguyén Kubernetes ma Viettel IDC dang cung cap nhu sau:



https://viettelidc.com.vn/viettel-kubernetes-service
https://kubernetes.io/docs/concepts/architecture/
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Tuy theo hinh thirc thanh toan ma KH lua chon tir dau, cum tai nguyén Kubernetes c6 thé

duoc khéi tao voi s6 luong cac thanh phan khac nhau, cu thé:

- Vi hinh thic Saving Plan, 01 cum tai nguyén Kubernetes bao gom:

o

o

01 hodc 03 Master Nodes dé dam bao tinh s&n sang cao (High Availavility) cho cum
T6i thi€u 3 Worker Node trong 01 Node group v&i cdu hinh ma ngudi dung chon

Dung luong NFS Storage dé str dung Persistent Volume

2 IP cho API Server va Kubernetes Dashboard.

Nguoi dung cé thé tuy chon mua thém cac Node group véi cau hinh khac nhau dé
phuc vu nhu cau pht hop véi dich vu chay trén cum; mua thém Ingress Controller
dé st dung nhu Ingress gitp hién thj cac dinh tuyén HTTP va HTTPS tir bén ngoai

cum téi cac dich vu trong cum

- Vi hinh thirc PAYG, 01 cum tai nguyén Kubernetes bao goém:

o 01 hodc 03 Master Nodes dé dam bao tinh san sang cao (High Availavility) cho cum
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o Toithiéu 01 Worker Node trong 01 Node group v&i cau hinh ma nguoi dung chon.

Nguoi duing co thé thay déi cau hinh Worker Autoscale céc Node group bang céch
diéu chinh s6 lwong min node, max node trén giao dién quan tri clia Viettel IDC dé

dép ung nhu cau vé tai nguyén node khi trién khai timg dung

o Dung luong NFS Storage dé str dung Persistent Volume

o 2 1P cho API Server va Kubernetes Dashboard.

o Ingress Controller dé s& dung nhu Ingress gitip hién thj cac dinh tuyén HTTP va

HTTPS twr bén ngoai cum t&i cac dich vy trong cum

2.3 Khéi tao cluster

Nguodi dung co thé lua chon khdi tao cluster voi danh sach goi trén trang théng tin dich vu.

Pé tao cluster phu hop, ngudi dung can can nhic mét vai lua chon:

Dung thtr dé trai nghiém dich vu hay dang ky mai tra tién trude?
Lua chon hinh thirc thanh todn Saving Plan hay PAYG?

Lwa chon region nao dé str dung dich vu, mién Bac hay mién Nam?
Liwra chon cau hinh nao cho tng dung duoc deploy trén Kubernetes?

Liwra chon phién ban Kubernetes pht hop véi muc dich st dung.

2.3.1 Khéi tao 01 cluster dung tho

Bwdére 1: Trén trang thoéng tin dich vu Viettel Open Kubernetes Service (VOKS), Nguoi dung

2

kéo xuéng muc “Céc gdi dich vu”, click “Dung th” & goéi dich vu mudn dung thir. Hé thong

sé& chuyén sang man hinh Dang ky dung thir

Lwu y: Trong vong 01 thang Nguoi dung chi duoc phép dung thr 01 géi dich vu. Néu cé nhu

cau dung thtr dic biét, hay lién hé vai chung t6i dé duoc ho tro

Budrc 2: Trén man hinh Dang ky dung thi, Ngudi dung co thé:

Lya chon phién ban cho cum tai nguyén Kubernetes theo nhu cau


https://viettelidc.com.vn/viettel-kubernetes-service
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- Luwa chon Tao méi VPC Network hodc Chon VPC Network da tao dé két néi vadi cac
dich vu nhu Viettel Database Service (vDBS), Viettel Open Virtual Private Cloud
(vOVPC)

viettel
IDc

7

Q Pma © @®-

Dich vy ~ Gidi phdp v Banggié Tintdc~ HBtrg Liénhé~ Hop tac Quic té Vé Viettel IDC

[y

O ooy 2 Gidhang 3 Xacnhan

Théng tin géi Théng tin dich vy
T2.vOKS 1 High 8.200d
T2.vOKS 1 High Memory 8.2004/Gior Memory
S5 Lo Thé glan Kha e Master Node 1: 1 Nodes, Cluster 1 High Memory: 1
g 9 N Persistent Volume: 100 GB, T2.vOKS 1 High

N . Memory: 1 Node, IP Public: 2 IP, Ingress Controller
1 1 Gir L - 1 Ingress, Béng théng: 300 Mbps, SSD/Node: 50
GB, RAM/Node: 4 GB, vCPU/Node: 2 vCPU

Phién ban
5§ lugng: 1 Thi gian: 1 Gir
Kubernetes v1.22.0 -
Container Network Interface Phi khdi tao 0d
Calico
B Tién chua VAT 8.2004d
Téng 9.0204d
Chon VPC Network da tao hodc tao VPC Network méi dé dang ky dich vu (Céc dich vu Quay lai MUA NGAY
duorc tao chung VPC Network c6 thé két ndi Private) — @
VPC Network *

Tao VPC Network méi - Chon VPC Network cho géi dich

Click chon Mua ngay dé sang budc Xac nhan don hang dung thr. Néu cé nhu cdu chon lai
goi dung thit, Ngudi dung click chon “Quay lai”.
Bwdrc 3: Trén man hinh Xac nhan, Nguoi dung tick vao 6 déng y véi cac diéu khoan st dung

dich vu cuia Viettel IDC, sau dé click chon “Xac nhan” dé hoan thanh tao don hang Dung th.

o Dung thir o Xac nhan

Théng tin don hang

HO VA TEN EMAIL CMND/HO CHIEU Sir dung dupt nhiéu voucher. M1 voucher &p dung
ach nhau béng dau ", "
Téng trudc VAT od
Téng sau VAT od
Tai xdc nhan moi théng tin dang ky d3 dang, t6i déng ¥ véi cac digu khoan quy dinh ciia Cang ty Viettel Téng
IDC

Quay lai
PHL o THOL e PR aemEn TONG
STT DICHVU DUY e GANSD TR KHGr TRU‘SC"‘T VAT TIEN SAU
i © DunG TAD o VAT

T1x0OKS 1 Worker Node 1: 3 Nodes, Master Node 1: 1 Node, Persistent Storage (SS0): 60 GB, P
NAT Router: 1 IP, IP APl Kubernetes: 1 IP, Bang thong: 300 Mbps, vCPU/Node: 2 vCPU, 0 1 120 Gio 4] o o0 o
RAM/Mode: 4 GB, 550/Mode: 50 GB, vCPU/Node: 2 vCPU, RAM/Node: 4 GB, 550/Node: 50 GB

-

Téng: 0 [ 0
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Budrc 4: Hé thong hién thi thong bao tao don hang Dung th& thanh cong. Nguoi dung sé
nhan duoc email chira thong tin goi dich vu vira dang ky.

Trén trang chu Viettel IDC, Nguoi dung click vao géc phdi man hinh phan Tai khodn - click
chon Quan ly dich vu dé xem trang thai khdi tao, cac théng tin chi tiét vé quan tri va s
dung dich vu.

2.3.2 Khéi tao 01 cluster Saving Plan

Bwdc 1: Trén trang thong tin dich vu Viettel Open Kubernetes Service (vOKS), Ngu&i dung
kéo xuéng muc Cac goi dich vu, click Pang ky & goi dich vu mudn dang ky dung tra phi. Hé

théng sé& chuyén sang man hinh Dang ky.

Cac gbi dich vy

Bwdrc 2: Trén man hinh Bang ky:
Nguoi dung nhap S6 luong goi dich vy, Thoi gian s&r dung, Khu vuc
- Lua chon phién ban cho cum tai nguyén Kubernetes theo nhu cau

- Nguoi dung co thé lya chon Tao méi VPC Network hodc Chon VPC Network da tao
dé két néi vaéi cac dich vu trong hé sinh thai Viettel Cloud (vi du nhu Viettel Database

Service (vDBS), Viettel Open Virtual Private Cloud (vOVPC)...)

- Géi dich vu Saving Plan c6 t6i thiéu 01 Node Group (Base) véi 3 Worker Node cung

cau hinh clia g6i ngudi dung da chon & budce 1. Ngudi dung khéng thé remove Node
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group nay va co thé thém cac Node Group & s6 luong Worker Node phu hop véi nhu
cau str dung ctia minh.
- Nguoi dung tuy chon mua add-ons thém cac thanh phan:
o High Availability (HA): b6 sung thém 02 Master Node & 01 Loadbalancer dé
chay Cluster theo mé hinh Multi Master Node, gitp tang mic dé san sang cho
dich vu.
Lwu y: K8s Cluster dé khéi tao theo mé hinh Multi Master Node sé khong thé

chuyén vé mé hinh Single Master Node. Option HA khéng thé mua bé sung sau

khi Cluster da dworc khéi tao.

o Ingress Controller: Nguoi dung chon mua thém Ingress Controller dé dinh

tuyén cau hinh Loadbalancer HTTP cho céc ting dung chay trén Kubernetes

o Bang théng: Bing théng mac dinh 300Mbps, Nguoi dung cé thé mua thém néu

N
can;
viettel Dichvu Gidiphdp Banggid Tintdc D4itdc & Daily Vé ViettelIDC Q&A Q EP@
10C
o Pang ky Gib hang Xac nhan { Thanh todn
Thong tin goi Thdng tin dich vu
T1.vOKS 2 7.000.000d/Thang
Sb lrong Thoi gian Khu vuc

1

Phién ban

Kubernetes v1.30.5

CNI

Calico v

Chon VPC Network da tao hoac tao VPC Network méi aé dang ky dich vu (Cac dich
vu duoc tao chung VPC Network co thé két ndi Private)

VPC Network *

Tao VPC Network méi

S8 lgng: 1

Phi khéi tao

Tién chua VAT

Téng

7.000.000 d

7.700.000 d

Quay lai

I MUA NGAY

Ngudi dung click chon Mua ngay dé sang man hinh Gié hang.

Buwére 3: Trén man hinh Gid hang: Nguoi dung click chon “Xac nhan” dé sang man hinh

Xac nhan don hang:
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o Bang ky o Gid hang 3 X¥acnhan 4 Thanh toan

DICH VU THANH TOAN NGAY

DICH VU SO LUONG THON GIAN CHUA BAO GOM PHI VAT TONG TIEN SAU VAT
T1.v0KS 1 (OpenKubarmetasSarvica) 4.600.000 d 5.060.000 d

1 1 Thang 4.600.000 d s.060.000d [
Téng tién 4.600.000d 5.060.000d

MUA THEM DICH VU KHAC

Buwdrc 4: Trén man hinh Xac nhan:
Nguoi dung tick vao 6 Xuat hoa don GTGT, nhap céc thong tin lién quan dé nhan hoa
don;
Nguoi dung tick vao 6 Xac nhan dong y vai cac diéu khodn sir dung dich vu clia Viettel
IDC;
Nguoi dung nhap thong tin voucher (ma wu dai, gidm gid) néu co;

Nguoi dung click chon “Thanh toan” dé sang man hinh Thanh toén cho don hang

o Bang ky o Gid hang o Xac nhan 4 Thanh toan

Théng tin c& nhan Thdng tin don hang

VA TE! /HO CHIEL S
HO VA TEN EMAIL CMND/HO CHIEU Ma voucher m

dung duot nhitu voucher. Méi voucher ap dung

dch nhau bing dau ", "
Téng trudic VAT 4.600.000 d

Tong sau VAT 5.060.000 d

Xuat hoa don GTGT
D Xust Hoa don GTGT cho 8om hang nayl Viettel IDC sé xust HOA BON BIEN TU » o
Tong khau trit -0d

Vi kéng dién BUNG va BU thong tin xudt hoa don theo Gidy phép ding ky kinh doanh cta t6 chuc/doanh
5 ich d nhdp dé xudt hoa dom.
1 hoa don, Viettel 1DC s8 xust héa don theo thong tin cé

Téng

Quay lsi

‘Dm xac nhan moi théng tin dang ky da ding, t6i dng ¥ vdi céc digu khoan quy dinh cda Cong ty Viettel
ipc

Luu y: K& tirngay 01/05/2023 Viettel 1DC co quy dinh
iettel Domain, Vie

V51 56 dlr trong tai khodn khuyén mai, gici han

thanh toan cha 1 sd dich vu ni

. théng tin chi tiét the hign tai diéu khadn
6.4 trong “Thda thudn scrdung dich vu trén Website” tai
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Buwdrc 5: Trén man hinh Thanh toan:
- Nguoi dung lya chon hinh thic thanh toan phu hop va thuc hién Thanh toan.

- Ngui dung click chon “Xac nhan” dé hoan thanh don hang Bang ky dung tra phi.

° Dang ky e Gio hang ° Xac nhan o Thanh toan

ai khoan clia t Théng tin don hang

. ” ; Tam tinh 5.060.000 d
Tai khoan hién tai co NAP NGAY

Hé théng méc dinh trir tién trong tai khoan clia quy khach dé thanh todn cho don hang nay! Néu s6 du tai khoan Tién khuyén mai od
khéng dd, quy khach can nap thém hodc tiép tuc lua chon phuong thirc thanh todn dudi day.

Téng khéu trir od
Téng 5.060.000 d
Phuong th
@® Thanh toan Online Quay lai ‘ Xac nhan
Giao dich thuc hién tién loi, nhanh chéng, an toan
|,— Thé ATM ndi dla (c6 Intemet Banking) \/l '

w4 Thé Visa, Master, JCB, UnionPay
B VviMoMo

B Quét QR Code (App ngan hang, Viettel Money)

(O Thanh toan sau, chuyén khoan ngan hang

Anh 2.3.3 Khéi tao 01 cluster Pay-as-you-go (PAYG)

\"enﬂ Dich vy~ G ohap~ Béng gid Tinwcv HB LG Lifn he v Vi Vieust IDC Q sl PR

Céac g6i dich vy

s
Pay as you go

Pang ché bam-cell.nr-datanet..

- Pay-as-you-go la hinh thirc thanh toan dung trudrc trd sau, chi phi tai nguyén Worker
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Node va cac thanh phan khac nhu Master Node, Persistent Volume, IP va bang théng
duorc tinh theo gidr cdn clrtrén thoi gian tao va xda ctia cac Worker Node va cac thanh
phan khac. Chi phi st dung duoc tong hop va thanh toan hang ngay tir s6 du tai
khoan online clia khach hang.

Ngudoi dung thuc hién dang ky géi PAYG theo 4 budc tuong tu cluster Saving Plan,
cudc phi sé duoc tinh todn & trir vao tai khoan trén website cta Nguoi dung theo
ngay. Céach kiém tra cudc phi str dung dich vu vOKS PAYG duoc huong dan cu thé &

phan 3.2 S&r dung dich vu

2.4 Quan tri cluster

Bwdc 1: Trén man hinh Quan tri dich vy, Nguoi dung click chon “Viettel Open
Kubernetes Service” dé truy cap vao portal Quan tri dich vu (Cloud Management

Platform — CMP).

Théng ké
F N

Dich vu Hoat déng Sap hét i

1 Pang hoat dong: 1

Viettel Open Hét han: 0 .

Kubernetes
Service

Buwére 2: Ngudi dung duoc chuyén dén giao dién CMP quan Ly dich vu
Phan List Cluster: hién thi danh sach céc K8s cluster nguoi dung dang co

Tab Details: hién thij cac thong tin chi tiét cla K8s cluster: tén cluster, ma don hang,
trang thai, APl Address, so lugng Node Groups, hinh thirc Billing, tén VPC Network
ngay bat dau - ngay két thuc clia géi dich vu

Tab Compute: hién thj théng tin chi tiét ctia cac Node (Master, NFS) va Node group

trong cluster
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— Tab Network: hién thj cac théng tin network, vd: Security Group
— Tab NFS Storage: hién thi thong tin NFS Storage - Persistent Storage

— Tab Activity History: hién thj lich st scale out — scale in khi tang gidm cac node bang
autoscale

— Tab Add-ons: cho phép ngudi dung cai dét cac cong cu qudn tri va giam sat hiéu suat
cula cluster nhu Dashboard, Prometheus, Grafana, Viettel Cloud Watch

— Tab Event History: hién thi lich st tdc dong t¢i cum Kubernetes

Viett%t Services v Viettel ¥ Mien Bac v EN luyendd@viettel...

Container ~ Container / List Clusters

Clusters C | Actions v Create Cluster
Clusters
a Instance 2 Q &

Name Version Nodes Status API Address Billing
.0‘ Storage ~ (®) k8s-idc-9ed23f60 v1.27.3 1 master(s), 2 node group https://171.244.63.243:6443  Saving
_ MmN

@ Network & Security ~

Details Compute Network NFS Storage Add-ons Autoscale History Event History
Subnets

L @ Your cluster's Kubernetes version (v1.27.3) has a new upgrade to version v1.28.4. You can upgrade immediately with just 1 click.
# During the upgrade process, a new Worker node may be created due to the Pod Schedlule mechanism. This Worker Node can automatically scale Upgrade Now

Security Groups . X
in when your cluster is stable.

2.5 Nang cap phién ban ctia cum Kubernetes (Upgrade Kubernetes cluster
version)
Viettel IDC ho tro nguodi dung nang cap cum Kubernetes tryc tiép trén trang quan tri
dich vu. Nguoi dung c6 thé click Upgrade Now dé tién hanh nang cap cum.
Lwuy:
- Nguoi dung chi cé thé nang cap Lén phién ban cao hon gan ké. VD: nang cép tir phién
ban 1.27 [én 1.28
- Viéc nang cép co thé gay ra gian doan dich vu tam thoi. Viettel IDC khuyén nghi nén

lén lich vao nhirng gi¢ it lueu lwong truy cap dé giam thiéu tac dong downtime.
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Trong qua trinh nang cap, mét Worker Node méi cé thé duoc tao do co ché Pod

Schedule. Worker node nay co thé ty dong gidm xudng khi cum Kubernetes 6n dinh.

Upgrade Version

@ You can only upgrade to the next higher version, without skipping any versions.
And please note that the upgrade may cause temporary service disruptions.
We recommend scheduling it during low-traffic hours for minimal impact.

Kubernetes Version v1.28.4

The new upgrade version will include the following features:

7 Restore stateful workloads after an improper shutdown or unrecoverable failure
/ Automatically provision default StorageClass

/ Changes to supported skew between control plane and node versions

For more details on the upgrades, please click here to read.

2.6 Best practice khi ndng cap phién ban cho cum Kubernetes

DE c6 trai nghiém muot ma va hai long nhat khi nang cap cum cluster, dudi day la mot

sO goi y giup khach hang can nhac xuyén suét qua trinh nang cap phién ban mai.

2.6.1. Chudn bj trwdrc khi ndng cép:

Thuc hién nang cap trong thoi diém hé thong tai thap (sau gior hanh chinh hodc cudi
tuan).

Trudce khi upgrade moi truong prod nén kiém thir cac ing dung cé tuong thich vai
K8S version m&i khéng & moi truong dev/uat trudce, dac biét la cac API K8S version
moi.

Backup config clia cluster trudc khi upgrade: s&t dung cac tool CD hodc backup
manifest/helm chart

Kiém tra phién ban hién tai va phién ban muc tiéu, ddm bao ching nam trong pham
vi hé tro nang cép truc tiép.

Trong trudong hop luu data trong céc nodes thi phai backup dir liéu dé tranh bi mat
data.

S dung cluster HA master (03 master) va HA worker (tir 02 worker tr& 1én) dé ddm


https://kubernetes.io/docs/concepts/scheduling-eviction/kube-scheduler/
https://kubernetes.io/docs/concepts/scheduling-eviction/kube-scheduler/
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bao khéng downtime.

Trién khai trng dung dang Workload Controller (Deployment, Replicaset, DaemonSet)

v@i replica = 2, trdnh st dung Pod don (é.

2.6.2. Thuc hién ndng cép

Nang cép lan luot qua tung phién ban (vi du: 1.28 - 1.29 - 1.30).

Viettel IDC khuyén cdo khach hang nén nang cap phién ban mai nhat theo danh sach
phién ban Kubernetes ma Viettel IDC ho tro.

Khong nén trién khai ting dung s& dung local storage (empty dir, hostpath ..) ma nén
str dung CSI

Trong qua trinh nang cap, Viettel IDC da thyc hién thiét ké sizing tai nguyén cho tng
dung dam bdo cé du tai nguyén (trong qua trinh nang cap cum co thé scale thém 01

worker lam buffer trudc khi upgrade version cluster).

2.6.3. Sau khi néng cép

Kiém tra trang thai cluster & cac node chay trén version mai hoat dong 6n dinh.
Lén ké hoach dinh ky cho viéc nang cap phién ban cluster dé tranh s dung céc phién
ban hét han hé tro

Duy tri hé théng gidm sat va canh bdo dé theo doi hiéu suat va trang thai cluster sau

khi nang ca

2.7 Xéa cluster

Hién tai dich vu vOKS chi ho tro ngudi dung glri yéu cau xda cluster thong qua ticket

v&i hinh thie PAYG. Véi hinh thire Saving plan, nguoi dung khong thé thuc hién xéa cluster

do chinh sach vé hda don va thanh toan trudc dich vu

Bwdc 1: Trén man hinh Quan tri dich vy, Ngudi dung click chon “Viettel Open

Kubernetes Service” dé truy cap vao man hinh quan ly géi cudc, click tén goi cudc dé truy

cap trang gt yéu cau xda cluster
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Dich vy Pay as You go

6 Pang hoat déng: 6

Viettel Open Hét han: 0
Kubernetes Click vao day dé quan tri
Service dich vy

—_——

KET QUA TIM KIEM

STT @i dich vy Tén may Théng tin géi dich vy Loai g6i M& don hang Trang théi may Trang thai g6i dich vy Ngay bét ddu Phi duy tri (@) Quén tri
chd

Master Node 1: 1 Nodes, vCPU/Node: 2 vCPU,
RAM/Node: 4 GB, SSD/Node: 50 GB, Ingress Controller: 1 " Knong xac P
T2.VOKS 1 / / 9 Cao cip PG107990501 9 Dangxilly 02/10/2024 5300 ©
. IP Public: 2 IP, Cluster 1: 1, Persistent Volume: 100 GB, dinh
Bang thong: 300 Mbps

Buwére 2: Nguoi dung click Gl yéu ciu xéa dich vy, dién thong tin qua mau dé Viettel

IDC lién lac hé tro xoa cluster.

Yéu cdu huy djch vy Paygo

Ho va tén

SG dign thoai Email

luyendd@viettelide.comvn

NGi dung *

Toi mudn hisy mdy chi ¢ thong
PG107990524, Tén VM - kBs-idc-e77f3594-r
10.7.1059

3. Quan ly truy cap

3.1 S& dung tinh nang Identity Access Management (IAM)

Quan ly danh tinh va truy cap (Identity Access Management — IAM) la tinh nang do
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Viettel IDC phat trién va van hanh. Quan trj vién cé thé quan ly toan bo quyén truy cap cla
cac nguoi dung khac théng qua céc tinh ndng co ban cta IAM nhu:

- |AM User

- |AM Group

- 1AM Policy

- |AM Session

- Monitor

- Account setting

DPé& ndm duoc céach sir dung todn bo tinh nang IAM cua Viettel IDC, ngudi dung co thé

xem thém tai day

3.2 Cac chinh sach (Policy) phan quyén ctia dich vu vOKS
Pé ho tro nguoi dung dé dang quan Ly, dich vu vOKS dang cung cép cac phan quyén
nhu sau:
- List: cho phép xem thong tin trén giao dién quan tri
- Read: cho phép xem chi tiét tai nguyén
- Write: cho phép nguoi dung tao, cap nhat hodc xda tai nguyén
V&i timg quyén, ngudi diing o thé tuong tac véi cac thanh phan khac nhau clia cum
trén giao dién quan trj cla Viettel cung cép, cu thé:
- Cluster
- Cluster Instance
- Network

- Add-ons
4. Quan ly tai nguyén

Mot node Kubernetes la mot mady do cé cac tai nguyén chay cadc iing dung duoc chira

trong container. M6i Node c6 cac thanh phan co ban sau:

- Container runtime — Phan mém chiu trach nhiém chay cac container.



https://cmp.viettelidc.com.vn/iam/docs/iam_guide.pdf
https://kubernetes.io/docs/setup/production-environment/container-runtimes/
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- Kubelet - Dam bao rang cac container hoat déng binh thudng va chay trong Pod
duoc lién két clia chung.
- Kube-proxy — Duy tri cac quy tac mang cho phép giao tiép véi cac Pod.

PE biét thém thong tin, xem Nodes trén trang tai liéu Kubernetes.

Node Group la mét nhom cac node co cau hinh giéng nhau duoc tap hop dé quan tri
cau hinh nhanh chéng, dé dang. Node group c6 thé tang thém ho&c gidm di moét céch linh
hoat va phan chia thanh nhiéu nhém trong 1 cum tai nguyén Kubernetes dé dép tng nhu
cau trién khai ing dung.

Nguoi dung co thé tao thém Node group, xem thong tin ctia Node group, stra cau hinh
Worker Autoscale theo tirng Node Group gitip toi wu tai nguyén va hiéu suat ctia ing dung.
4.1 Tao Node group
4.1.1 Tao thém Node group cho cluster Saving Plan
Budrc 1: Trén giao dién CMP, Ngudi dung click chon Cluster cdn mua b6 sung— chon Action

Add Resources

viettﬁlé Services v Viettel v Mien Bac v EN luyendd@viettel...

O container B List Clusters
Clusters ] "*E"OHS Create Cluster
Clusters

E Instance ~ Q Renew Cluster
Name Version Nodes Status Download Configuration File Billing
W Storage ~ (®  k8s-idc-9ed23f60 v1.27.3 1 master(s), 2 node group(s) . Upgrade Version 443 Saving

€ Network & Security
Details Compute Network NFS Storage Add-ons Autoscale History Event History
Subnets

Network Interfaces @ Your cluster's Kubemnetes version (v1.27.3) has a new upgrade to version v1.28.4. You can upgrade immediately with just 1 click.

e upgrade process, a new Worker node may be created due to the Pod Schedule mechanism. This Worker Node can automatically scale Upgrade Now

or is stable.

Security Groups

Buwéc 2: Hé thdng chuyén sang man hinh Mua bé sung: Nguoi dung lya chon mua thém

Node group hodc mua bé sung thém Worker Node cho Node Group:

- Click button L dé tang thém Node group, thay déi sizing clia Node group va so6

lwong node mac dinh clia Node group. S6 luong Node c6 thé thay doi theo tinh ndng

Autoscale clia tirng Node group



https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet/
https://kubernetes.io/docs/reference/command-line-tools-reference/kube-proxy/
https://kubernetes.io/docs/concepts/architecture/nodes/
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- Tick chon Worker Node, nhap/kéo tha sé luong Node can mua b6 sung click chon

“Mua ngay”.

TLVOKS 1

Buwdrc 3: Xac nhan don hang: Thao tdc tuong tw nhw khi Bdng ky ding trd phi.
Bwdrc 4: Thanh todn don hang: Thao tdc tuong tw nhw khi Bdng ky ding trd phi.
4.1.2 Tao thém Node group & Node cho gdi dich vu PAYG

Khi dang ky goi dich vu PAYG, khéach hang sé c6 01 cluster véi 01 Node group dé st

dung. Khach hang cé thé cdu hinh tuy chinh théng s6 min node, max node dé dép ing nhu
cau autoscale cau hinh theo nhu cau

V&i nhu cau can st dung thém Node group, khach hang thuc hién nhu sau:
Buwéc 1: Trén man hinh List Clusters, Chon cluster can thém node group, chon tab

Compute



31

viettel EN podemoggmail
@ con
G i v
B Instance 1 @
Modes Status AP Address Billing
oy y
& Networs & Security -
y
[_Emin)
Details Compute Network s Storags Add-ans Autosce istory Event History
SA— ‘ pr—
quangpd test LvCPU - 268 RAM - 60CE S50 En ting Details Detail:
Modes (6) C
a 1

O Copright: Visttel CHT Ltd. Co. User Guids  Support Request Form  Hotline: 18008088 Sl support@visttslide.coman

Buwére 2: Trén man hinh tao Node group — budc 1 Configure Node group, khéch hang co thé

Dién tén Node Group theo nhu cau, Pién théng tin Labels, Taints can thém cho node

group, chon Next

viettel serwces v witel ¥ Hoatec v i podensymal

Kubarnates atels -t

—
. .
o
s «
o e [F——

- Phan Key cla Labels phai bat dau va két thuc bang ki ty s6 hodc chit, khong dai hon
63 ki tu, chi duoc chira 2 ki ty dac biét la cham (.) va gach ngang (-)

- Phan Value cla Labels phai bat dau va két thuc bang ki tu s6 hodc chir, khong dai
hon 63 ki tu, chi dwoc chira 2 ki tu dac biét la cham (.) va gach ngang (-)

- Phan Key clia Taints phai bat dau va két thuc bang ki ty s6 hodc chtt, khéng dai hon
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253 ki ty, chi duoc chira 4 ki ty dac biét la cham (.), gach chéo (/), gach ngang (-) va
gach dudi ()

- Phan Value cla Taints phai bat dau va két thuc bang ki ty s6 hoac chir, khong dai
hon 63 ki tw, chi dwoc chira 4 ki tu déc biét la cham (.), gach chéo (/), gach ngang (-
) va gach dudi ()

o Vai tuy chon Effect la hanh dong khi Pods khéng tolerate taint, Khach hang
c6 thé lua chon 1 trong 3 loai nhu sau:

= NoSchedule: Khéng cé chia khoéa thi sé khong duorc lén lich trén Node
nay.

» NoExecute: Khong cé chia khoda thi sé khong duoc lén lich node nay va
nhiing pod dang chay trén node nay khéng cd toleration twong tng sé
bi remove khédi node nay.

» PrefectNoSchedule: Kubernetes sé c6 né tranh nhat schedule pod

khong co tolerations bi Taints

Bwdc 3: Trén man hinh tao Node group - budc 2 Set compute & scaling config, khach hang
c6 thé Lwa chon cau hinh cho Node Group theo nhu cau, tick enable/disable tinh ning

Worker Autoscale & dién s min node, max node, chon Next
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Bwdrc 4: Trén man hinh Review tao Node group — budc 3 Review & Create, khach hang cé
thé Kiém tra lai thdng tin Node Group can tao thém, chon Create dé khdi tao thém Node

Group

viettet

4.2 Xem thong tin Node group & cac node bén trong
Nguoi dung cé thé xem thong tin cadc Node groups tai tab Compute, phan Node Group.
Bang Node group sé bao gém cdc Worker node dang cé trong Node group, bang Nodes cé
s6 luvong céc nodes va cac truong thong tin cu thé nhu sau:
- Node Name: tén Node

- Type: loai node, gém 3 loai la Master, Worker va NFS Node dé str dung lam Persistent

Volume

- Resource Type: cau hinh cta Node

- Node Group: la nhdm céu hinh ctia node

- Start Time: thoi gian node bat dau hoat dong

- End Time: th&i gian node ngiing hoat dong

- Status: trang thai clia node, gom 2 trang thai la Powered On (dang hoat déng) va
Terminated (da ngimg hoat dong va khong thé khoi phuc)

- IP Private: dia chi IP riéng tu clia Node
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- Lifetime: thoi gian node hoat dong giup KH theo doi duoc thong tin thoi gian dé
tinh cuwdc PAYG

=
& s
[_J=ju]
@
MNode Groups (2)
MNodss c

4.3 Stra thong tin Node group
4.3.1 Stra tén Node group

Bwdrc 1: Nguoi dung chon cluster, chon Node group can stra tén va Click Edit

viettel Serices © vettel oL -
B o Lot Gl
Clusters G awirs >

B~ I 1 ]

s . s s sy r—s
& e P 1713 o Pl

P 1 ol o
o Hrtwnrk & Sees

==

Rl Grog

«Form  Hotine: 100DA08E bl mppegenal docaman

Buwérc 2: Ngudi dung coé thé update tén theo mong mudn, Click Save dé lwu théng tin
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4.3.2 Stra cdu hinh Worker Autoscale theo Node Group

e group ek

Node group sesling configuratin

tsrer ok atomese: (D)

Ngudi dung cé thé cau hinh tinh ndng Worker Autoscale theo tirng Node Group dé dap
tng nhu cau vé tai nguyén. Hién tai Viettel IDC dang ho trg tinh ndng Autoscale v&i ca 2

hinh thirc Saving Plan va PAYG, cu thé:

- V¢i hinh thie Saving Plan, Nguoi dung cé thé cau hinh t6i da thém 5 Worker Node

so v&i s6 Worker Node t6i thi€u nguoi dung da mua cho 1 Node Group
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- V&i hinh thire PAYG, Nguoi dung c6 thé cdu hinh linh hoat Autoscale én téi 10
Worker Node dé dap ing nhu cau tang gidm tai nguyén Worker dé dap tng nhu cau
tai nguyén cho tng dung.

Bwdrc 1: Nguoi dung chon cluster, chon Node group can stra tén va Click Edit

Budrc 2: Click Enable va dién s6 luong Min Node, Max node dé dap tng ngudng tai
nguyén cho Cluster. Min node la s6 lwong node con lai khi scale in (gidm node); Max node

la s6 lvong node t6i da co thé scale out (tdng node)

Bwdre 3: Click Agree to data risks when enabling the Edit Worker Autoscale feature,
scale out - scale in worker nodes dé dong y vai rui ro vé dir liéu khi thuc hién scale out -

scale in
Buwérc 4: Click Update dé cap nhat config cho tinh nang Worker Autoscale.

Khi cluster ctia KH van hanh dén ngudng va can cac pod méi dé chay dich vu sé sinh ra
Worker Node méi v&i s6 node nam trong khoang tir min node dén max node. Néu sé node
tang dén max node ma dich vu van can pod, hé thong sé khong sinh ra thém Worker Node

ma Nguoi dung can update config dé tiép tuc cé thém Worker Node cho dich vu.

4.3.3 Stra cdu hinh auto-repair theo Node Group

Edit node group: k8s-idc-9ed23f60-worker-node-group-Teab862a

Node group scaling configuration

Worker Node Autoscale: (@)

lin Node :
MaxNode: | 6

Agree to data risks when enabling the Edit Autoscale feature, scale out - scale in worker nodes

Node lifecycle management

‘) Auto repair
Auto-repair reboots warker nordes in NotReady status for over 3 minutes. If the issue persists after 10 minutes, the system will replace the node with a new one of similar configuration.

Bén canh tinh nang Worker Autoscale, dich vu vOKS clia Viettel IDC cung céap tinh ndng
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Auto-repair theo Node group mang lai nhiéu loi ich quan trong, giup dam bao tinh san sang
va dé tin cay cao cho Ung dung. Tinh ndng Auto-repair cé nhimng diém néi bat sau:

- Tuw dong phat hién 16i: Kubernetes co thé tu dong phat hién cac node bi L6i hodc gap
su cO thong qua viéc theo doi trang thai clia cac node. Mot s6 dau hiéu cho thay node
bi l6i bao gébm: node b&o céo trang thai "NotReady", node khéng thé ping duorc, node
bi L6i phan cing, v.v.

- Tw doéng khai dong lai node: Khi mot node bi phat hién 16i, Kubernetes sé ty dong
kh&i dong lai node. Viéc khdi dong lai node cé thé giup khac phuc cac 16i tam thoi va
dua node tré lai trang thai hoat déng binh thuong.

- Gidm thiéu su can thiép thu cong: Auto-repair gitp gidm thiéu sy can thiép thi cong
clia nguoi quan tri vién hé thong, tiét kiém thoi gian va cong stre.

- Cai thién hiéu qua hoat dong: Auto Healing giup cai thién hiéu qua hoat dong ctia hé
théng bang cach ddm bao rang cac node ludn hoat dong binh thuong.

Néu sau qua trinh auto repair ma node khéng thé trd lai trang thai Ready thi sau 10 phut
hé théng sé thay thé node notReady dé bang mét node méi cé cau hinh tuong tw. Tinh nang
nay mac dinh disable cho tét c& cac Node group. Nguodi dung cé thé lya chon enable hodc
disable tinh ndng nay cho cac worker group khac trong cluster.

Budrc 1: Ngudi dung chon cluster, chon Node group cén déi trang thai va Click Edit

Buwérc 2: Click Enable dé bat tinh nang auto-repair cho Node group, Disable dé tét tinh
nang auto-repair cho Node group.

Budre 3: Click Update dé cap nhat config cho tinh ndng auto-repair.

4.4 X6a Node group

V&i goi cude st dung hinh thire thanh toan PAYG, nguoi dung cé thé dé dang diéu chinh
s6 lwong cac Node group cé trong cum thong qua chirc ndng x6a node group, cu thé:

Bwdrc 1: Nguoi dung chon cluster, chon Node group can stra tén va Click Delete

Bwdc 2: Nguoi dung nhap cau lénh theo cu phap delete + tén Node group, click confirm

dé x6a node group
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Delete Node group: node-group-459322¢

@ Before deleting a Node group, please make sure your important applications are safely moved or completed to avoid any
disruptions.
Once deleted, this action cannot be undone.

To confirm delete node-group-4759322c, please type *delete the name of the Node group':

delete node-group-459322¢

Luwuy:
- Cluster phai c6 t6i thiéu 1 node group sau khi xéa. D& xda toan bd cac node group,

nguoi dung budc phai xda cluster théng qua luong ticket

- Trudce khi xdéa nhém Node, nguoi dung can ddm bdo cac ing dung quan trong dugc

di chuyén ho&c hoan tat an toan dé tranh sy gian doan vé dich vu.

- Sau khi x6a, hanh dong nay khong thé hoan tac.
5. Lwu trir di¥ liéu irng dung
5.1 Gi&i thiéu Volume & NFS Node

Hé thong Kubernetes sé tao ra Pods mai thay thé khi moét Pods bi 6, chét hay crash.
Vay dir liéu duoc luwu trong Pods cl sé ra sao? Pods méi ¢ lay lai duoc dir Lliéu cia Pods cli
da mat dé tiép tuc str dung khong? Volumes sé gitip gidi quyét cac van dé trén.

Volumes la thanh phan truc thuéc Pods. Volumes dugc dinh nghia trong cau hinh
file .yaml khi kh&i tao cac Pods. Cac container cé thé thuc hién mount di liéu bén trong

container dén doéi twong volumes thudc cling Pods.


https://kubernetes.io/docs/concepts/storage/volumes/
https://kubernetes.io/docs/concepts/storage/volumes/
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Container: WebServer

Filesystem
/
L var/
htdocs/

logs/ —
Volume:
Container: ContentAgent publicHtml
Filesystem T
/
i S —
L htmi/
“—=| Volume:
—
logVol
Container: LogRotator
-
Filesystem
L var/
L logs/

Pod

Hinh: Cdc containers trong Pod mount dén 2 volumes dé share data v&i nhau

Cac loai volumes:

EmptyDir
HostPath
GitRepo
NFS

Cloud volumes: gcePersistentDisk (Google Compute Engine Persistent Disk),
awsElasticBlockStore (Amazon Web Services Elastic Block Store Volume), azureDisk

(Microsoft Azure Disk Volume)

Cinder, cephfs, iscsi, flocker, glusterfs, quobyte, rbd, flexVolume, sphereVolume,

photonPersistentDisk, scalelO
ConfigMap, secret, downwardAPI

PersistentVolumeClaim

Nhuw da thay, cé rat nhiéu loai volumes khac nhau. Tuy nhién, véi dich vu vOKS tap trung

Vao cung cap gidi phap Persistent Volume (PV) - NFS node.

vOKS c06 thé ty dong thém cac node NFS vao cau hinh Kubernetes khi tao mot cum mai.

Quan tri vién c6 thé sir dung (céc) NFS node dé trién khai luu trir gitra nhiéu container, cho

phép trién khai cac ing dung dang stateful t6t hon khi dir liéu ludn duoc ddm bao luu trir
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& phan ving co6 dinh.
Phan nay sé& mo ta viéc quan ly NFS node va mét vi du hudng dan thiét Lap luu trir trén
NFS, yéu cau khach hang can nam duoc ly thuyét co ban vé luu trir Kubernetes cting nhu

quan tri NFS.
5.2 Cac dang két noi lwu triv trén NFS node

Luu trir tinh dwoc quan tri vién cluster cap phat trudc. Chung mang thong tin chi tiét vé
dung luong luu trir thuc té co san dé ngudi dung st dung. Ching tén tai trong Kubernetes
API va san sang dé s& dung. Nguoi dung co thé phan bé dung luong luu trir tinh bang céch
tao mot xac nhan dung luong luu trir cho cing mot phan ving luu trir hodc tuy bién theo
yéu cau st dung trén cac container. vOKS hé tro dung luong luu tri tinh cap phat trudc

trén node NFS.

Luu trir dong khong duoc quan tri vién cluster cap phép trudce. Hién tai, vOKS chua ho

tro cung cap dung luong luu trir lién tuc déng.
5.3 Kién truc NFS node

NFS Node cho phép chia sé mot hodc nhiéu phan vung luu trir trén mot hodc nhiéu
cluster node khac nhau. Khi (cac) cluster bj x6a, dir Lliéu luu trir trén NFS duwoc gitr nguyén
khong bi mat va cac két noi tir container chi bi ngat két n6i vao phan ving luu trir. Diéu nay
c6 nghia la dir liéu luu trir tr NFS node cé thé duoc chia sé, sir dung déng thoi gitra céc
cluster khac nhau ngay ca khi cé mét node nao dé trong cluster bi xda hoc 16i. Bén canh

da, NFS c6 thé phuc vu cho nhiéu ngudn ghi dong thoi.

So dé kién truc trién khai sir dung NFS node:


https://help.ubuntu.com/community/SettingUpNFSHowTo
https://help.ubuntu.com/community/SettingUpNFSHowTo
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Kubectl

Kubernetes Cluster vApp

Worker Node VM
Master Node

VM

)

Worker Node
VM

———
)

Worker Node
VM

NFS Node VM

/disk1
/home
/ssd

Independent
Disk

Disk

Independent

NFS Node
VM

5.4 Thém dung lwong NFS Node

Nguoi dung co6 thé dé dang b6 sung dung luong cho NFS Node trén giao dién quan tri

cla Viettel IDC phat trién

5.4.1 Thém dung lwong NFS Node cho cluster Saving Plan

Budrc 1: Trén giao dién CMP, Ngudi dung click chon Cluster cadn mua b6 sung— chon Action

Add Resources

viettel
nc

Container
Clusters

Instance

W Storage

Subnets

Network Interfaces

Security Groups

# Network & Security  ~

Services v Viettel v MienBac v

List Clusters

Clusters
Q,
Name Version
(®  k8s-ide-9ed23f60 v1.273
Details Compute Network NFS Storage Add-ons

C

EN luyendd@viettel...

Acnons

Create Cluster
|

Nodes Status

1 master(s), 2 node group(s) .

Autoscale History Event History

Renew Cluster

Download Configura

Upgrade Version

@ Your cluster's Kubernetes version (v1.27.3) has a new upgrade to version v1.28.4. You can upgrade immediately with just 1 click.

# During the upgrade process, a new Worker node may be created due to the Pod Schedule mechanism. This Worker Node can automatically scale

inwhen your cluster is stable.

tion File Bilicg

443 Saving

Upgrade Now
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Buwérc 2: Hé théng chuyén sang man hinh Mua bé sung:
- Nguoi dung lya chon Persistent Volume dé mua thém dung lugng NFS
- Nhap/kéo tha dung lvong can mua b6 sung

- Click chon Mua ngay.

= 2 B 20,01 viettel SIS EN %
= quantri E¥29.011.6480 s sy Q B A ®

4 0d
Théng tin dich v
T1VvOKS 1 od
Worker Node Group 2 Master N N I 21 t
B, T1.vOKS 1: 3 N
A M
T1.vOKS 2 (4 vCPU, 8 GB RAM, 100 GB S5/~ 24 X 1 0d
) Persistent Volume 23.760 4
10 (GB
1 A Ngay
Chon tai nguyén, dich vu bé sung
oad
Tién chua VAT 23.7604d
Téng 26.136 d

= ' 0 e = ‘

Bwdc 3: Xac nhan don hang: Thao tdc tuwong tw nhw budc tao thém node group

Bwdc 4: Thanh toan don hang: Thao tdc tuong tw nhu budc tao thém node group

5.4.2 Thém dung lwong NFS Node cho cluster PAYG

V&i nhu cau can st dung thém dung luvong NFS Node, khach hang thyc hién nhu sau:

Bwéc 1: Trén man hinh List Clusters, Chon cluster can thém dung luong, chon tab NFS

Storage

S
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Add NFS Storage X

You can add NFS Storage by moving the slider below. Remember, the total amount of additional storage purchased must not exceed
200068
+ Once you upgrade the storage, you can't downgrade it back

Storage Quantities (GB)

10GB

= Additional purchased storage capacity.
Available additional storage.

Bwdrc 2: Nguoi dung kéo tha dung luong NFS Storage can mua thém cho cum. Théng tin st

dung tai nguyén bé sung sé hién thj tai man hinh quan ly cudc

5.5 Hwéng dan cau hinh sir dung NFS node

* Tao NFS Node: Hé théng sé tu dong tao NFS node, format file system 6 dia theo dinh dang
ext4, khdi tao thu muc chia sé mount point mac dinh va thiét lap co ché ty dong mount thu

muc chia sé vao file /etc/fstab trong trudng hop NFS node khéi dong lai.
* Cau hinh st dung phan vung luu trir trén Kubernetes:

Hién tai NFS Node dwoc cung cap 2 phan viing volume (root disk va shared data storage).
Thu muc /data/mydata (m3c dinh) s& duwgc mount san véi phan vung volume shared data

va duorc chia sé chung gitra cac NFS clients.

Luu y: tén duong dan /data/mydata khi tao céc persistent volume phai ghi chinh xac dé
dadm bao persistent volume s&r dung duoc tai nguyén duoc cap phat trong NFS node, néu

khong sé gap L6i khi Kubernetes c6 gang s dung cac node trong cluster.

- Bwodc 1: Cai dat helm-chart csi-driver-nfs tir phia client:

helm repo add csi-driver-nfs https://raw.githubusercontent.com/kubernetes-csi/csi-

driver-nfs/master/charts
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helm install csi-driver-nfs csi-driver-nfs/csi-driver-nfs --namespace kube-system --

version v4.6.0

- Bwére 2: Cai dat StorageClass mac dinh

File cau hinh StorageClass (default-sc.yaml):

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: csi-driver-nfs-default-sc
annotations:
storageclass.kubernetes.io/is-default-class: 'true'
provisioner: nfs.csi.k8s.io
parameters:
server: 10.14.53.175 # IP of nfs server
share: /data/mydata
reclaimPolicy: Delete
mountOptions:
- nfsvers=4.1

volumeBindingMode: Immediate

Khéi tao StorageClass:

kubectl create —f default-sc.yaml

Kiém tra dich vu:

kubectl get sc -A -owide

kubectl get po -A

6. Thiét lap mang
6.1 Két noi private v&i cac dich vu khac trong cling 1 VPC Network

Khi lia chon tao mai VPC Network hodc chon VPC Network da tao cho cluster & budrc

khdi tao cluster, Nguodi dung co thé dé dang két néi riéng tw vai cac dich vu khac trong cung

hé sinh thai sdn phadm cua Viettel IDC nhu vOKS, vOVPC v&i nhitng tinh nang néi bat nhu
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bdng thong toc d6 cao, bdo mat dir liéu va két noi, giup hé thong cong nghé thong tin dugc
dam bao an toan thong tin & cac tiéu chudn bao mat cao nhét.
6.2 Két néi dich vu Viettel Open Virtual Private Cloud (vOVPC)

Trwdong hop 1: VM dich vu vOVPC str dung Public Subnet

Khi do, cluster K8s cta dich vu vOKS & VM ctlia dich vu vOVPC sé& mac dinh két n6i vdi

nhau.

Trudong hop 2: VM dich vu vOVPC st dung Private Subnet dé tuong téc vai cluster K8s

cla dich vu vOKS, Nguoi dung can thuc hién theo cac budc sau:

Bwdére 1: Tao router trén giao dién quan tri Network & Security

Ngudi dung vao trang quan tri dich vu vOVPC -> tab Network & Security -> Router ->
chon Create Router, nhap tén Router

V'eﬁféé Services v Viettel v Hoalac v VMCP v EN tester3001@gm.

Virtual Machines Create Route
Create Router

User Guide ~ Support Request Form  Hotline: 18008088 ~ Email: support@viettelide.comvn

Buwdrc 2: Attach 2 Subnet clia VM (X.X.X.0/24) va cia cluster vOKS (Y.Y.Y.0/24) vao router

Nguoi dung lura chon Router vira tao -> click Actions -> Attach Subnet -> lan luot lya

chon 2 subnet tuong tng clia VM & Cluster K8s
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Attach Subnet

Router

Private connect VM VPC - Cluster

Subnet Name

[1

subnet private

Bwdrc 3: Lay thong tin 2 IPv4 Address cla 2 Network Interface cé type la Route Table

tuong tng vdi 2 subnet

Nguoi dung vao trang qudn tri dich vu vOVPC -> tab Network & Security -> Network

Interface -> xem 2 Network Interface c6 type la Route Table, tuong ing vai 2 subnet

viettfxl: Services v Viettel ¥ Hoalac v VMCP v EN tester3001@gm...
@ Virtual Private Cloud ~ Network & Security / List Network Interfaces
Network Interfaces C  Actions v

VPCs

Limits Q > ? @
B& Instance A

Status = Attachment Status Associated Type Instance Name Subnet Name = Private IPvd Address

Virtual Machines

! ® Success = Attached Virtual Machines kBs-worker-e092f458-machi...  Subnet k8s-9c661ea0 10.0.18.58
& serage & o Success o Attached Route Table - Subnet k85-9c6618a0 10.0.18.48

<

Volumes ® Success e Attached Route Table - subnet private 10.0.0.1

Backup Schedules

Backup Records _ Nl

Details
@ Network & Security  ~
Vv Network Interface Details

Subnets

Netwiork Interfaces

Elastic IPs @ RouteTable-NIC 763ced745d - ® Success Subnet k8s-9c661ea0

Security Groups
© Copyright: Viettel-CHT Ltd. Co. User Guide  Support Request Form = Hotline: 1800 8088  Email: support@viettelidc.comwvn

VD: IPv4 Address clia Subnet VM la 10.0.0.1
IPv4 Address cta Cluster K8s la 10.0.18.48
Bwdrc 4: Thém route cho VM vOVPC
KH truy cap vao VM vOVPC mudn két néi véi cluster k8s, thém route:

ipradd Y.Y.Y.0/24 via x.x.x.x
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Buwéc 5: Thém route cho cluster K8s, lién hé Viettel IDC qua email

support@viettelidc.com.vn dé duoc hé tre cau hinh network bén trong cac node

6.3 Két noi voi dich vu Viettel Database Service (vDBS)

Khi kh&i tao dich vu vDBS dé két n6i cling dich vu vOKS, Nguoi dung cé thé lya chon tao
cung VPC Network dé dé dang két n6i private gitra 2 dich vu. Dich vu vDBS khi dang ky sé
tao & 1 subnet private dé ddm bao muc do an toan cao nhat cho may cha dir liéu. Nguwi
dung can thuc hién theo cac budrc sau

Bwdrc 1: Xem thong tin Subnet cda dich vu vOKS

- Vai dich vu vOKS, Ngudi dung xem & tab Network & Security -> Subnet -> Xem tén

Subnet cta Cluster tuong tng

wett%t Services v Viettel v Hoalac v EN tester3001@gm...
Container X List Subnets
Subnets c
Clusters
B Instance & Q ‘ i ‘ &
Subnet Name Status IPv4 CIDR VPC Network Name Description Cluster Name
& Storage A ® Subnet kBs 7679a733 . 10.2.26.0/24 vpc-network-d3c8776e
€ Network & Security 4
mAd
Subne
Details
aces
a 10226.0/24
Yes
User Guide = Support Request Form  Hotline: 18008088  Email: support@viettelidc.comvn

Bwérc 2: Trén man hinh quan tri cda dich vu vDBS, Nguoi dung tim téi 6 Actions, click

hién thi menu -> Click lwva chon Connect To Other Subnet


mailto:support@viettelidc.com.vn
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V'enﬁ(" Services ¥ Viettel ¥ Hoalac ¥ EN tester3001@gm..
& DBass % [Diiaat / List Databases
Databases B
Databases
Connect To Other Subnet
@ Network & Security A Q filter Data c D )
Subnets Database Instance Name ~ © Database Type  Datastore Datastore Vers... Status Username Vpe Network
Network Interface Dbaas-1e657107 Replicate MysaL 57 « Poweredon  dbadmin o
Security Groups @  DbaaS-1e657f07 Slave MysQL 57 s Poweredon  dbadmin Reboot VPC testing
Promote
<
R e Lo Change Password - .
_HmB]

Description Networking Security
(0 Dbaas-1e657f07 Slave DbaaS-1e657f07-replica @ DH1083079
2 4GB T dbadmin 40 GB

@ Copyright: Viettel-CHT Ltd. Co. User Guide  Support Request Form  Hotline: 1800 8088 Email: support@viettelidc.com.vn

Budre 3: O clra s6 lwa chon subnet, Nguoi dung lwa chon Subnet ctia dich vu vOKS cén

két ndi toi dich vu vOKS, bam Update

Connect to other subnet on network

Select a subnet on network connect to DB intance:

Subnet k8s-7679a733

Cancel

Khi do, hé théng sé tao 1 Network Interface thudc dai Subnet ctia dich vu vOKS cén
connect dén may chd DB cla dich vu vDBS, gan vao DB Instance, tao Security Groups rule

cho phép dai subnet vOKS két n6i theo céng clia database.
6.4. CNI

6.4.1. Khdi niém
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CNI (Container Network Interface) la mét bo cong cu tiéu chuan cung cép kha nang két

n6i mang cho céc container trong mét cum Kubernetes. Noi mot cach don gidn, CNI la mét
l&p triru twong, giup Kubernetes quan Ly va cau hinh mang cho céc pod (mét tap hop cac

container chia sé cung mét mang) mét cach linh hoat va hiéu qua.
6.4.2. Cdc Plugin CNI phé bién

C6 nhiéu plug-in phé bién duoc sir dung, nhung phé bién nhat hién tai & Viettel IDC c6

cung cép la:

« Calico:

o Calico la gidi phap mang va bdo mat cho phép cac workload trén Kubernetes
va ca cac workload khéng thudc Kubernetes hodc legacy giao tiép mét cach
lién mach va an toan.

o St dung routing truc tiép ma khong can overlay, dwa vao BGP dé t6i wu hiéu
nang.

o HO tro Network Policies dé kiém soat luu luong gitra cac Pod.

o Nén st dung khi khdng yéu cau hiéu suat qua cao.

o Cilium:

o Cilium la phan mém ma nguén mé giup bdo mat két ndi mang gitra cac dich
vu ing dung duoc trién khai trén céc nén tang quan ly container Linux nhw
Docker va Kubernetes mét cach minh bach.

o Dua trén eBPF dé t6i uu viéc truyén dir liéu va bdo mat.

o Bon gidn, khéng yéu cau hiéu suat qua cao tuy nhién cé nhu cau monitor

chuyén sau (Hubble).

6.5. Cau hinh DNS cua Viettel IDC
6.5.1. Gioi thiéu
Tai liéu nay hudng dan cach cdu hinh thém DNS trén cum Kubernetes ma dich vu vOKS

cuia Viettel IDC dang cung cép. Viéc cau hinh thém cac DNS Viettel IDC giup hé théng cé thé

phan giai tén mién moét cach nhanh chong va chinh xac, ddm bao két néi 6n dinh dén cac


https://github.com/containernetworking/cni
https://docs.tigera.io/calico/latest/about/
https://docs.tigera.io/calico/latest/about/
https://docs.cilium.io/en/stable/
https://docs.cilium.io/en/stable/
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dich vu bén ngoai.
6.5.2. Ly do st¥ dung DNS cta Viettel IDC

Mé&c dinh, CoreDNS c6 thé str dung cdc mdy chd DNS cong cong 8.8.8.8 va 8.8.4.4 cla

Google. Tuy nhién, viéc st dung cac DNS qudc té nay co thé gap mot sé van dé:

« Phu thudc vao dudng truyén quoc té, co thé anh hudng dén téc dé truy van khi xay ra

dut cdp hodc nghén mang.

« D6 tré cao hon so véi cac DNS noi dia, do cac truy van phai di qua nhiéu tuyén mang

hon.

DPé dam bao téc do va do 6n dinh, Viettel IDC cung cdp thém cac DNS (115.84.181.20,
115.84.177.20) giup:

« Cai thién hiéu suat khi truy van DNS trong nudc.

« Gidm d6 tré do str dung hé théng may chd DNS gan hon vé mat dia ly.

« Han ché sy c6 mang quéc té, ddm bao hé thong hoat dong muot ma hon.
6.5.3. Cdc buorc thuc hién

Bwdc 1: Tao file yaml Config Map md&i config-coredns.yaml vé&i ndi dung:

1vl
: ConfigMap

: coredns
: kube-system

|
534
errors
health {
lameduck 5s
¥
ready
kubernetes cluster.local in-addr.arpa ip6.arpa {
pods insecure
fallthrough in-addr.arpa ip6.arpa
ttl 30
}
prometheus :9153
forward . 115.84.181.20 115.84.177.20 /etc/resolv.conf {
max_concurrent 1000
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}
cache 30

loop

reload
loadbalance

Gidi thich: B6 sung thong tin 2 DNS cla Viettl IDC 115.84.181.20, 115.84.177.20 vao cau

hinh forward cda cau hinh coredns
Bwdrc 2: Cap nhat config mai
Lénh: kubectl apply -f config-coredns.yaml
Budrc 3: Restart lai cac pod coredns dé nhan cau hinh moi

Lénh: kubectl rollout restart deployment coredns -n kube-system

7. Trién khai (rng dung trén cum
7.1 Cai dat moi trwdng diéu khién phia nguéi dung

Cong cu command-line trong Kubernetes - kubectl, cho phép nguoi dung thuc thi cac
cau lénh diéu khién Kubernetes clusters. Kubectl hé tro thyc hién trién khai cac ing dung,
theo doi va quan ly tai nguyén, xem log hé thong.

Pé s&r dung, ngudi dung co thé cai dat trén cadc moi truong st dung khac nhau, chi tiét
xem huwdng dan cai dat trén ting moi trudng twong tng bén dudi:

*Cai dat kubectl trén moéi trwong Windows

- Budc 1: Download kubectl tir link cai dat:

https://storage.googleapis.com/kubernetes-

release/release/v1.19.0/bin/windows/amdé64/kubectl.exe

Dé kiém tra version kubectl md&i nhat, truy cap vao link:

https://storage.googleapis.com/kubernetes-release/release/stable.txt

- Bwdc 2: Thém dudng dan file kubectl vao PATH:
Tao folder .kube trong thu muc User dang st dung.

Lwu y: User ddng nhép phdéi cé quyén administrator local.


https://storage.googleapis.com/kubernetes-release/release/v1.18.0/bin/windows/amd64/kubectl.exe
https://storage.googleapis.com/kubernetes-release/release/v1.19.0/bin/windows/amd64/kubectl.exe
https://storage.googleapis.com/kubernetes-release/release/stable.txt
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Cach 1: déang nhap tai khodn Windows véi quyén administrator local.

Nhan t6 hop phim Windows + R, g %userprofile%

Tao folder .kube tai day.

Cach 2: dang nhap tai khodn Windows véi quyén administrator local
M& Command Prompt, gé cau lénh: mkdir .kube

b3t file kubectl.exe vao duong dan %userprofile%/.kube

- Bwére 3: Kiém tra phién ban kubectl d cai:

kubectl version --client

kubectl cluster-info

PS C:\Users\QuangDA\.kube> .\kubectl.exe cluster-info
is running at https://171.244.49.28:6443
is running at https://171.244.49.28:6443/api/v1/namespaces/kube-system/services/kube-dns:dns/proxy

To further debug and diagnose cluster problems, use 'kubectl cluster-info dump'.
PS C:\Users\QuangDA\.kube> .\kubectl.exe get nodes
STATUS  ROLES AGE VERSION
Ready master  3h56m  v1.17.2
Ready <none> 3h47m v1.17.2
node-i8vk  Ready <none>  3h4é6m v1.17.2
node-1dd5  Ready <none>  3h48m v1.17.2
PS C:\Users\QuangDA\.kube>

- Bwdrc 4: Két noi thanh cong

Thuc hién céac cau lénh diéu khién kubectl

*Cai dat kubectl trén moi trwomg Centos Linux

- Bwére 1: Chay lénh sau:

cat <<EOF > /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes
baseurl=https://packages.cloud.google.com/yum/repos/kubernetes-el7-x86 64
enabled=1 gpgcheck=1

repo_gpgcheck=1

gpgkey=https://packages.cloud.google.com/yum/doc/yum-key.gpg
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https://packages.cloud.google.com/yum/doc/rpm-package-key.gpg

EOF

- Bwdrc 2: Cai dat package kubectl:

yum install -y kubectl

- Bwdre 3: Tao directory chura file config:

mkdir ~/.kube

- Bwdrc 4: Kiém tra file cau hinh trén server

kubectl cluster-info
Két qua:

Kubernetes master is running at https://master ip:6443

KubeDNS is running at https://master ip/api/vl/namespaces/kube-system/services/kube-

dns:dns/proxy

- Bwoc 5: Két noi thanh cong
B4t dau thuc hién céc lénh diéu khién bang kubectl
*Cai dat kubectl trén méi trwong MacOS

- Buwdre 1: Tai phién ban méi nhat bang lénh curl

curl -LO "https://storage.googleapis.com/kubernetes-release/release/S(curl -s
https://storage.googleapis.com/kubernetes-

release/release/stable.txt)/bin/darwin/amdé4/kubect!"

Pé tai phién ban ngudi dung mong muén, vui long thay thé bién S(curl -s
https://storage.googleapis.com/kubernetes-release/release/stable.txt) bang phién ban cu

thé. Vi du: tai vé phién ban v1.17.0 trén macOS

curl -LO https://storage.googleapis.com/kubernetes-
release/release/v1.17.0/bin/darwin/amdé4/kubectl

- Bwdre 2: Gan quyén thuyec thi kubectl binary

chmod +x ./kubectl
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- Bwdc 3: Bua ban binary vao bién moi truong PATH

sudo mv ./kubectl /usr/local/bin/kubectl

- Bwére 4: Kiém tra chac chan rang phién ban ngudi dung cai la moi nhéat

kubectl version

7.2 Hwéng dan tai file Kube-config & str dung Kubernetes Dashboard
7.2.1 Tai file Kube-config

Trén man hinh thong tin chi tiét 01 gdéi dich vu vOKS, muc “Thao tac géi” cé cac nut
chirc nang nhu sau:

- Tai file Kube-config: tai vé file dé truy cap va cai dit théng s6 cho timng cum K8s;

R =i

Luu y: sau khi download file vé mdy tinh cd nhan. Phéi thay déi tén file d& download: tir

download.config sang config.

Pat file config vao twong Wng moéi truong cai dit bén dusi theo duong dan:

%userprofile%\.kube\config

7.2.2 Str dung Kubernetes Dashboard

- Truy cap Kubernetes Dashboard: ngudi dung co thé truy cap vao trang quan tri ky

thuat cum K8s native cla Kubernetes bang cach cai dat version mong muon;

=N
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Sau khi Kubernetes Dashboard duoc cai dat, ngudi dung cé thé xem théng tin truy cap &
redirect sang trang quan tri Kubernetes vé&i cluster dang da cai dat. Cac version cla

Dashboard sé duoc cap nhat lién tuc & cot version

- Dé truy cap trang Dashboard, nguoi dung cén lay token theo hudng dan sau:
Budrc 1: S dung kubectl dé 1ay token

KH copy file kubeconfig da tai vé médy & phan hudng dan tai file kube config va file

kubectl.exe vao thu muc .kube da tao

Bwdrc 2: Lay token bang lénh

kubectl describe secrets admin-user -n kube-system

PS C:\Users\thanhpt> kubectl describe secrets admin-user - kube-system
admin-us

-4dc3-8639-9fd6be7d937a
-dashboard-helm

bace: kube-system
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Buwére 3: S dung token & budc 2 dé truy cap vao Kubernetes Dashboard

Kubernetes Dashboard

O Kubeconfig

Please select the kubecenfig file that you have created to configure access to the cluster. To
find out more about how to configure and use kubeconfig file, please refer to the Configure
Access to Multiple Clusters section

@® Token

Every Service Account has a Secret with valid Bearer Token that can be used to log in to
Dashboard. To find out more about how to configure and use Bearer Tokens, please refer to
the Authentication section

Enter token

Bwdc 4: Login vao trang Kubernetes Dashboard

ernetes Q. Ssearch tocreaTE | €

Cluster Discovery and Load Balancing
Namespaces
Nodes Services =
Persistent Vol
sreistent velumes Name % Labels Cluster IP nternal endpoints External endpoints Age &
Roles
component: apiserver
Storage Classes 0 kubernetes kubernetes 443 TCP - an hour
provider: kubernetes
Namespace .
Config and Storage
default -
Overview Secrets =
Workloads Name 3 Type Age +
Cron Jobs default-token-gz7j4 kubernetes.io/service-account-token an hour

7.3 Tinh nang Horizontal Pod Autoscaling

7.3.1

Ho

Téng quan

1 nod

rizontal Pod Autoscaling (HPA) la qua trinh thuc hién tang & gidm sé luong pod trong

e lén mét s6 luong da duoc dinh san (md rong theo chiéu ngang). Qua trinh nay duoc

thuc hién khi xay ra mét hodc nhiéu sy kién.


https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
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Vi du: Trén mot Pod, khi CPU st dung dat trén 70%, Memory st dung dat 80% thi sé tién
hanh ty dong sinh thém Pod mdi.
7.3.2 Co’ ché hoat déng

Mé&c dinh cir méi 15s, HPA sé lay thong tin tir metrics-server dé so sanh diéu kién.

+ Néu gia tri currentMetricValue / desiredMetricValue nhd hon 1 hodc gan bang 1

(chénh léch khong déng ké) thi bo qua tiép tuc ldng nghe tir metrics-server;

+ Néu gia trj trén nhd hon 1 thi sé mac dinh tiép tuc ldng nghe trong 300s, néu thong s6

van nhé hon 1 thi sé tién hanh scale down tur tur.

Nguoi dung co thé tuy chinh lai viéc scale up/down HPA théng qua config behavior (chi ap
dung cho version Kubernetes 1.23 trd |én). Chi tiét cach thirc thuc hién tham kho tai day

Ngoai ra, ngudi dung cé thé thiét lap HPA scale up/down theo custom metrics hodc theo
nhiéu loai metrics khac nhau (dp dung cho version Kubernetes 1.23 trd lén). Chi tiét cach
thirc thuc hién tham khao tai day:

DE c6 thé lay duoc thong tin cho viéc giam sat (CPU, Memory) lam co sé cho viéc scale
pod mai, dau tién khach hang can cai dat metrics-server. Cach thirc cai dat metrics-server

tham khao tai day:


https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/#configurable-scaling-behavior
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/#scaling-on-custom-metrics
https://github.com/kubernetes-sigs/metrics-server

Pod Pod Pod

[ Metrics Server J

v

[ Horizontal Pod Autoscaler(s) ]

Cluster

7.3.3 Huéng dan cdu hinh cdc metrics HPA

Cach 1: S dung file YAML

Bwoc 1. Chay cau lénh deploy metrics-server

Kubectl apply -f https://github.com/kubernetes-sigs/metrics-

server/releases/latest/download/components.yaml

Buwérc 2. Kiém tra status clia pod metrics-server st dung cau lénh sau:

kubectl get deployment metrics-server -n kube-system

Bwdrc 3. Tao config Horizontal Pod Autoscaler

(+) Tao file HPA service-hpa.yml v&i diéu kién khi Ram > 80% va s6 pod c6 thé téi

thi€u replicas tir 2 va t6i da replicas dén 5 pod.
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apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:
name: test-app-autoscale
spec:
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment
name: test-app-autoscale
minReplicas: 2
maxReplicas: 5
metrics:
- type: Resource
resource:
name: memory
target:
type: Utilization

averageUtilization: 80

=> Ap dung file service-hpa.yml b&ng cau lénh sau:

kubectl apply -f service-hpa.yaml

(+) Tao file HPA service-hpa.yml v&i diéu kién khi CPU > 70% va s6 pod c6 thé téi

thiéu replicas tir 2 va t6i da replicas dén 5 pod.

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler

metadata:
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name: test-app-autoscale
spec:
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment
name: test-app-autoscale
minReplicas: 2
maxReplicas: 5
metrics:

targetCPUUtilizationPercentage: 70

Cach 2: S&r dung Kubernetes Dashboard

Bwdc 1. Thuc hién deploy metrics-server

Nguoi dung tai file metrics-server vé may tai day

Select YAML or JSON file specifying the resources to deploy to the currently selected namespace. Learn more &

components.yaml

m Ca:ice'

Sau khi tai vé, nguoi dung thuc hién cai dat metrics-server:

Budrc 2. Kiém tra trang thai Pod clia metrics-server running



https://github.com/kubernetes-sigs/metrics-server/releases/latest/download/components.yaml
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Buwdre 3. Thuc hién cau hinh HPA
(+) V&i diéu kién RAM > 80%

Create from input Create from file Create from form

Enter YAML or JSON content specifying the resources to create to the currently selected namespace. Learn more &

1 apiversion: autoscaling/vi

2 kind: HorizontalPodAutoscaler
3~ metadata:

4 name: php-apache

5~ spec:

6~ scaleTargetRef:

7 apiversion: apps/vl
8 kind: Deployment

9 name: php-apache

1@ minReplicas: 2
11 maxReplicas: 5
12 metrics:

13~ - type: Resource

14~ resource:

15 name: memory

16 target:

17 type: Utilization

18 averageUtilization: 8¢

Upload Cancel
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(+) Voi diéu kién CPU > 70%

Create from input Create from file Create from form

Enter YAML or JSON content specifying the resources to create to the currently selected namespace. Learn more &

1 apiversion: autoscaling/vl
2 kind: HorizontalPodAutoscaler
3 - metadata:

4 name: php-apache-cpu
5~ spec:

6~ scaleTargetRef:

7 apiversion: apps/vl
8 kind: Deployment

9 name: php-apache
1@ minReplicas: 2

11 maxReplicas: 5

12 metrics:

13 targetCPUUtilizationPercentage: 70

Upload Cancel

Budc 4. Theo doi két qua scale Pod khi dat diéu kién

Pods =
Name Images Labels Node Status Restarts CPU Usage (cores) m:l::)w Usage Created

poc-templatenash: 69f0bCSTdS | L e

@  php-apache-69f9bc5fd5-69d67 k8s.gcrio/hpa-example temp\atgskpsr Running 0 m i a.minute ago
run: php-apache
pod-templatehash: 69f9besfds | 1ot on achine

@  php-apache-69f9be5fd5-bsdxs k8s.gcr.io/hpa-example N I |';f b7 Running 0 _ _ aminute age
run: php-apache emplatectb/q
poc-templatehash: 69f0bCSTdS L chine

@  php-apache-69f9bestds-nasjg k8s.gerio/hpa-example b RunRing 0 _ _ a.minute ago
run: php-apache emplate-n2dim

@ loadgenerator busybox:1.28 run: load-generator ;ﬁ;ﬁ;‘gg‘?ﬁn’m“h'"s' Running 0 — _ 2.minutes.age
pod-template-hash: 6979be5dS I

@  php-apache-69fobesfds-bzngk k8s.gcrio/hpa-example worker-ip-test-v27-machine-

g ) Running 0 128.00m ‘ _ 31.minutes.age
TR template-n2dtm

pod-template-hash: 6910bSHS o e

@  php-apache-69f9bc5fd5-b7bzb k8s.gcrio/hpa-example template-5kpSr Running 0 147.00m . _ an.hour.ago

run: php-apache

8. Quan ly chi phi str dung

8.1 Kiém tra thoi gian hoat dong ctia cac Worker Node
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Viettst Services v Viettel v Hoalac v N Iyt£2603@gmail...
@ container ~ List Clusters
Clusters C  Actions v
Clusters
B Instance ~ Q ‘ = [ @
Name Version Nodes Status Autoscale AP Address Dashboard Address

& Storage A @  kBs-idc-24022bcc V1220 1 masterls), 1 workers * Suspended .E hitps://172.17.11.122:6443

@ Network&Security A
Instance  Network  NfsStorage  Activity History

List nodes

End Time Status. 1P Private Lifetime
10.17.8.9 327h

27/03/2024 17:28:20 * TERMINATED 10.17.8.42 32.3h
10.17.8.161 32.4h
10.17.8.106 31.6h
10.17.8.234 27.3h

User Guide  Support Request Form  Hotline: 18008088  Email: support@viettelidc.comyn

Ngudi dung co thé kiém tra thoi gian hoat déng va lich st khéi tao, tam dirng Worker
Node bang cach chon vao cluster -> chon tab Instances dé xem théng tin thoi gian hoat

dong & cot Lifetime clia tirtng Worker Node

8.2 Xem lich str thong bao cwdc & lich sir thanh toan cwérc

2 B repien viettel
@ Iyt12603 testing e
8 gyt
D oasesasc 3 3 (o]
aen ooy Sl
o L]
nnnnn A Vieetol a1
Clch 82 4 oy Clct 8 o
Dich vy F 9
Viettel
Kubsmt
Dich vy c6 thé ban quan tam
172.16.55.4:8002/Servicelnit/Dashboard SfEN: VaLPrivels cload s\ oSty o

Nguoi dung c6 thé xem lich st tinh cudc trén website bang cach truy cap Quan ly dich
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vu -> Chon tén dich vu Viettel Open Kubernetes Service -> Xem lich st thong bao cudc &
lich st thanh toan cudc, cu thé:
- Lich slr thong bao cuwdc gom céac ban ghi ghi nhan cuwéc phi hoat dong clia Cluster
& Worker Node Autoscale theo tirng ngay, moi ngay duoc tinh cudc 1 lan cho téi khi
Nguoi dung khéng con nhu cau st dung dich vu
o Click button © dé md rong va xem chi tiét cude phi gém 2 phan, cluster bao
gbm cdac thanh phan Master Node, Persistent Storage, IP va Bang théng. Phan
Worker Node la cudc phi st dung ctia Worker theo thoi gian da hoat dong.

Ngudi dung c6 thé déi chiéu va kiém tra phan thoi gian hoat déng Giér voi

man hinh thoi gian hoat dong clia cac Worker Node

o S6 tién duoc tinh bang cudc phi cta cluster va Worker node theo gio, nhan
v&i s6 gior hoat dong. Téng tién clia géi dich vu vOKS PAYG theo ngay sé bang
téng tién cta 2 thanh phan Cluster & Worker Node
- Lich st thanh toan cwdc: Nguoi dung can thanh todn cudc phi theo ngay va cé du
tién trong dé dam bao dich vu duoc hoat dong én dinh.
- V&i truong hop no cude dich vu tir 1 ngay, dich vu cé thé bi gian doan. Vi vay Viettel
IDC khuyén nghi nguoi dung nén theo doi phan cudce dich vu vOKS hang ngay dé kiém

soat & dy bao duoc chi phi sir dung dich vy, tranh gian doan hé théng

= Quinti Elesss60004 Viettel may QP AQ -

Viettel Kubernetes Service

Thasi gian hogt dong: | Tir 02:d8 26/02/2024

T1VvOKS 1

Ma don hang Trang théi may chis Phf duy tri Cluster Name S8 lugng Master Node Persisten Storage (SSD) S8 lugng Worker Node

PG1083562 Mdy bat 42004 kBs-idc-24022bcc 1 60 GB 1

& Hudng din ciu hinh
= Kube Config/ Persistent Storage B Hiydichw

LICH SU THONG BAO cUGC LICH SU THANH TOAN cuGC

s This glan ghi nhan cuec & Trong thal thanh ton s5tdn SSténthenhtodn@Sbeo  Hichthdcthenh  Trongthéithanh  Thil glon thanh
S RS gn VAT todn tosn toén




65

8.3 Xem & tai lich st cac hanh dong véi cluster

Bwdrc 1: Trén man hinh List Clusters, Chon cluster can thém node group, chon tab Event

History

Event history

>>>>>>>>>>>>>

Hads ot OT00 655

Budrc 2: Trén danh sach cac hanh déng ma nguoi dung cé thé thuc hién véi cluster sé

hién thi cac hanh dong trong 7 ngay gan nhéat, gém co céc loai hanh dong sau:

- Tao thém Node group, bao gém mua bé sung Node group cua cluster goi Saving Plan

& tao thém Node group goi PAYG

- Chinh stra cau hinh autoscale ctia Node group

- Xem lich st cai dat va g& cai dat cac add-ons nhu Dashboard, Grafana, Prometheus

cho cluster

Buwére 3: Ngudi dung cé thé tai danh sach cac event dién ra vai cluster dé theo doi, quan

ly va kiém soat tai nguyén dich vu.
9. Theo d6i cum

9.1 S dung Prometheus, Grafana

Prometheus va Grafana la cac phan mém méa nguon mé (Open-Source), gilp gidi quyét



https://prometheus.io/
https://grafana.com/

66

nhu cau vé thu thap va truc quan hoa dir liéu clia cac dich vu dé hé tro theo doi va giam sat

trén cum Kubernetes. Viettel IDC hé tro ngudi dung cai dat truc tiép trén giao dién quan tri

dich vu

9.1.1 Prometheus

Prometheus la mét phdn mém giam sat ma ngudn mé, va dang trd nén ngay moét pho

bién hon. Prometheus rat manh va lai déc biét phu hop dé dung cho viéc giam s&t cac dich

vu trén Kubernetes vi né ho tro san rat nhiéu cac bo template giam sat vai cac service

opensource, giup viéc trién khai va cdu hinh giam sat nhanh chéng va hiéu qua. Bi kem voi

Prometheus (déng vai tro giam sat) thi can cé thém Alert Manager (déng vai tré canh bao)

dé ngudi quan tri co thé phat hién duoc mot van dé xay ra sodm nhat co thé.

KH c6 thé cai dat Prometheus va truy cap trang quan tri clia Prometheus truc tiép trén

giao dién quan tri bang cach click icon @

viettel arvices v
o Services ¥

@ container

EN luyendd@viettel.

Viettel v Mien Bac v

List Clusters

Q @

Name Hod Stat P AL il
@ KBs ide 9ed23760 w1273 1 master(s), 2 node groupis) ttps://171.244 632436443 Saving Plan 2160
mA0
View the access information
Prometheus Category Yerson Status — )
Install feature within your cluster to collect number metrics Maragement 25.21.1wtde .
Version

Dashboard Category Status

Install feature within your cluster to manager Kubermetes resources Management 608 vtde 1.1

User Guide  Support Request Form | Hotline: 1800 8088  Email: supportgwviettelidc.comvn
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9.1.2 Grafana

Grafana la phan mém ma nguén m& dung dé phan tich va hién thj truc quan dir liéu.
NO giup viéc xr ly hién thj dir liéu trén cac dashboard véi kha nang tuy bién hoan hao, ho
tro rat Lon cho viéc theo déi phan tich dir liéu theo thoi gian. N6 lay ngudn dir liéu tir ngudn

nhu Prometheus, Graphite hay ElasticSearch.
KH cling co thé cai dat va xem thong tin Grafana truc tiép trén giao dién quan tri bang

cach click icon @ tuong ty véi Prometheus

9.2 St dung codng cu Viettel Cloud Watch (coming soon)
10. Cac cau héi thwong gap (FAQ)

10.1 Sw khac nhau co ban gitra Container, Docker va Kubernetes la gi?

Container [a mot don vi phan mém duoc tiéu chudn hoéa dung dé chira ma nguén va

cac thanh phan phu thudc can thiét dé chay 01 (ng dung hoac service.

Docker la nén tang va cong cu dé dong gdéi 01 (ng dung vao container, ty déng hoa
viéc trién khai rng dung dudi dang container tir moi trudng nay sang moi truong khac dam
bdo Ung dung hoat déng 6n dinh va dong nhat.

Kubernetes khong tv tao ra cac container ma nhiém vy quan trong nhat cdia né la diéu
phdi, lap lich chay, quan ly trang thai cac container khi mé rong quy mé trién khai vai yéu
cau can phdi hop nhiéu container hoat déng cung nhau dé phan phéi céc dich vu riéng &

trén 01 ha tang vat ly hodc ao hoa.


https://grafana.com/
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10.2 Dich vu vOKS cung cap gi cho khach hang?

vOKS cung céap cho khach hang cac Kubernetes cluster vai lya chon 01 Master Node
hodc 03 Master Nodes kém Loadbalancer dé nang cao muc do san sang cla dich vu, Worker
Nodes md& rong khong gidi han sé luong:
- Master Node la 1 VM, chtra tat ca thanh phan logic dé diéu phoi hoat dong cla cac
Worker Node va dinh nghia, trién khai, quan tri vong doi céc container chay trén

Worker Node

- Worker Node: Cac iing dung dugc container héa sé trién khai trén cac Worker Node.
V&i méi goi dich vu vOKS, Viettel IDC cung cap t6i thiéu 03 Worker Node trong nham
nang cao kha nang chiu l&i va tinh sén sang khi trién khai ing dung.

- NFS Node - Persistent Storage la 1 NFS Server (Network File System) duoc st dung
nhuw mot giao thirc két néi cac container dang hoat dong trong Worker Node t&i mot

vung luu trir dir liéu doc Lap (Persistent Storage).
10.3 Khac biét giira Node Storage va Persistent Storage trong 01 cum K8s?

Node Storage c6 dung luong cé dinh la 50 GB (SSD), duoc st dung dé luu trir dir Liéu
(dang cache) cla container trong qua trinh hoat déng. Dt liéu nay chi duoc luu tam thoi va
sé bi x6a khi ngudi dung restart/reschedule cac container.

Mat khac, di¥ liéu cla container trong qua trinh hoat dong duoc ghi lai trén vung luu
trir riéng (Persistent Storage) va sé duorc gitr lai khi cac container bi restart/reschedule; dtr
liéu nay c6 thé duoc chuyén giao gilra cac container.

10.4 vOKS c6 twong thich véi cac iing dung dang container dang chay trén Cloud
cla cac nha cung cap khac?

Ngudi dung hoan toan co thé sir dung tat ca plugin hodc cong cu hién c6 duoc phat
trién tlr cong déng Kubernetes. Cac ing dung dang chay trén bat ki méi truong Kubernetes

tiéu chuan & ha tang Cloud khac (AWS, Microsoft Azure..) hay trung tdm dr liéu On-Premise

déu tuong thich va dé dang di chuyén sang dich vu vOKS cua Viettel IDC.



